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1 Introduction

Cryptographic algorithms play a crucial role in the information society. When we use our
credit card or an ATM, call someone on a mobile phone, get access to health care services,
watch pay-per-view channels, or buy something on the web, cryptographic algorithms are
used to offer protection. These algorithms guarantee that nobody can steal money from our
account, place a call at our expense, eavesdrop on our phone calls, or get unauthorized access
to sensitive health data. It is clear that information technology will become increasingly
pervasive: in the short term we expect to see more of e-government, e-voting, m-commerce,
...; beyond that we can expect the emergence of ubiquitous (or pervasive) computing, ambient
intelligence,. .. These new environments and applications will present new security challenges,
and there is no doubt that cryptographic algorithms and protocols will form part of the
solution.

While cryptography is an essential component, the importance of cryptography should
be put in the correct perspective. Indeed, failure of security systems can often be blamed
on other reasons than failure of cryptography. (see for example Anderson [1]). Nevertheless,
cryptographic algorithms are part of the foundations of the security house, and any house
with weak foundations will collapse. There is thus no excuse whatsoever to employ weak
cryptography; nevertheless, we encounter weak cryptography more frequently than necessary
and this for several reasons:

e Cryptography is a fascinating discipline, which tends to attract ‘do-it-yourself’ people,
who are not aware of the scientific developments of the last 25 years; their home-made
algorithms can typically be broken in a few minutes by an expert;

e Use of short key lengths, in part due to export controls (mainly in the US, who dominates
the software market) which limited key sizes to 40 bits (or 56 bits) for symmetric
ciphers, 512 bits for factoring based systems (RSA) and discrete logarithm modulo a
large prime (Diffie-Hellman). The US export restrictions have been lifted to a large
extent in January and October 2000 (see Koops [4] for details). In several countries,
domestic controls were imposed; the best known example is France, where the domestic
controls were lifted in January 1999. Nevertheless, it can take a long time before all
applications are upgraded.

e Progress in cryptanalysis: open academic research has started in the mid 1970ies; cryp-
tology is now an established academic research discipline, and the IACR (International
Association for Cryptologic Research) has more than 1000 members. As a consequence
of this, increasingly sophisticated techniques are developed to break cryptosystems, but
fortunately also to improve their security.

e Progress in computational power: Moore’s law, which was formulated in 1965, predicts
that every 18 months transistor density will double. Empirical observations have proved
him right (at least for data density) and experts believe that this law will be holding for
at least another 15 years. The variation of Moore’s law for computational power states
that the amount of computation that can be done for the same cost doubles every 18
month. This implies that a key for a symmetric algorithm will become thousand times
cheaper to find after 15 years (or needs to increase in length by 10 bits to offer the same
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security). An even larger threat may be the emergence of new computer models: if
quantum computers can be built, factoring may be very easy (a result by Shor of 1994
[5]). While early experiments are promising [6], experts are divided on the question
whether sufficiently powerful quantum computers can be built in the next 15 years. For
symmetric cryptography, quantum computers are less of a threat: they can reduce the
time to search a 2n-bit key to the time to search an n-bit key (using Grover’s algorithm
[3]). Hence doubling the key length offers an adequate protection.

As a consequence of all these observations, insecure cryptographic algorithms are much
more common than they should be. In order to avoid these problems, adequate control
mechanisms should be established at several levels:

e Substantial evaluation is necessary before an algorithm can be used; experts seem to
agree that a period of 3 to 5 years is required between first publication and use of an
algorithm.

e Continuous monitoring is required during the use of a primitive, to verify whether they
are still adequate. Especially for public key primitives, which are parameterizable, a
rigorous monitoring procedure is required to establish minimal key lengths.

e Adequate procedures should be foreseen to take an algorithm out of service or to upgrade
an algorithm. Single DES is a typical example of an algorithm which has been used
beyond its lifetime (for most applications, 56 bits was no longer an adequate key length
in the 1990ies); another example is the GSM encryption algorithm A5/1: experts agree
that it is not as secure as believed (see e.g. Biryukov et al. [2]), but it is very difficult
to upgrade it.

Especially the last problem should not be underestimated: for data authentication purposes,
a new security weaknesses that is discovered will typically not influence older events, and
long-term security can be achieved by techniques such as re-signing. However, for confiden-
tiality the problem is much more dramatic: one cannot prevent that an opponent has access
to ciphertext, and in certain cases (e.g., medical applications) secrecy for 50-100 years is
required. This means that an encryption algorithm used now will need to withstand attacks
employed in 2075. It is probably easier to imagine how hard it must have been to design
in 1925 an encryption system that needed to be secure for 75 years. There is no reason to
believe that this problem is easier at the beginning of the 21st century.

The present document is an attempt to give a state-of-the-art in cryptology, outlining new
trends. It is organized as follows. In Section 2, we review the main applications of cryptology
in the information technology society. In Section 3, we review the area of cryptographic
protocols. In Section 4, we review the basic cryptographic techniques, including encryption,
signature and hashing. Eventually, in Section 5, we review the mathematical foundations of

cryptology.
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2 Cryptology in the Information Technology Society

2.1 Secure communication
2.1.1 Mobile system security

Mobile systems security does not, in general, drive ground-breaking research in the field of
cryptography; it is rather an area of application for existing cryptographic theory. However,
there are a number of distinctive aspects of mobile telephony that deserve special mention:

e Since mobile telephone communication is over a radio interface, it is pretty well essential
to use stream ciphers rather than block ciphers for encryption. (Single bit errors would
have an ”avalanche” effect during decryption with block ciphers, and extensive error-
correcting techniques are not an option due to bandwidth constraints.)

e Since mobile telephones run on batteries, it is very important that any cryptographic
algorithms can be implemented to run on low power. Typically this means hardware
implementations (ASICs) with a small number of gates. It also means that algorithms
with large initialisation (key setup) overheads are unsuitable.
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e The SIM card [3] (a smart card) plays a fundamental role in GSM, UMTS and some
other systems. Cryptographic algorithms running on the smart card have to be suitable
for these low end platforms.

e It should be difficult for even the owner of a SIM card to extract the cryptographic
keys from it. This places strong requirements not just on the algorithms that use
those keys, but also on the ways in which the algorithms are implemented. Naive
implementations of cryptographic algorithms on smart cards have been shown to be
vulnerable to ”side channel attacks” - where the attacker with the smart card in his
possession observes not just the digital inputs and outputs of the algorithm, but also
other information such as how long the card takes to perform certain operations, how
much power it consumes, how it behaves under certain fault-inducing conditions, and so
on. These attacks can be very powerful, extracting keys in seconds. However, smart card
manufacturers have developed strong implementation techniques to resist such attacks,
and at present it seems that side channel attacks make no impression on the most
advanced implementations. But this is a fairly young science, and there will probably
be further advances on both the attack and defense sides within the period of STORK’s
influence.

e Special purpose protocols have been developed to secure mobile telephone networks
and links. While these cannot generally be said to advance the theory of cryptographic
protocols, nevertheless they are an important and high profile instance of protocol se-
lection.

e Again, cryptographic algorithms have been developed especially for use in mobile tele-
phone systems. The block cipher KASUMI [1, 2], and novel constructions of both a
stream cipher and a message authentication code from KASUMI, are good recent ex-
amples from UMTS. The stream cipher and message authentication code constructions
in particular show how improvements can be made over more standard constructions
when particular aspects of the context are taken into account.

e The mobile phone (and its SIM) has, thanks to the high level of market penetration,
an excellent chance of being the first universal platform for implementing various ”per-
sonal security services”, e.g. performing electronic payments, managing credentials for
universal user authentication, etc.

e Mobile terminals are likely to become the first devices that implement an open, stan-
dardized Digitial Rights Management system.

Note: another collaborative research project PAMPAS (Pioneering Advanced Mobile Privacy
And Security) is running in parallel with STORK, and may feed novel requirements for cryp-
tologic research into the STORK process. Close links are being maintained with PAMPAS.
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2.1.2 Network security

Network security is, as perhaps can be seen from the name, not core cryptography, but rather
one of the most important applications thereof.

As such, the network can be either physical or logical and there is not necessarily a one-
to-one correspondence between physical hardware and network. The main security problems
are to

e ensure that unauthorized parties (complete outsiders or ones belonging to other logical
networks) can not eavesdrop or modify traffic, i.e. to provide intra- and inter-network
protection,

e to protect the logical and physical perimeter of the network from outsiders.

The last item usually means special purpose hardware and software such as firewalls, intru-
sion detection systems etc, and will not be further elaborated upon. What is of interest
to cryptography is the first item. While it in many cases is possible to achieve the desired
“traffic separation” by separate physical interfaces, or logically (implemented in routers),
cryptographic separation is in many cases attractive as it is less expensive and more scalable
than physical protection and offers true end-to-end security also against parties controlling
the infrastructure. For this purpose, a number of security and key management protocols
have been proposed in recent years, IPsec and IKE [5, 6, 3] perhaps being the most widely
deployed ones.

While provable security was not main goals when designing these protocols, there has
in the last few years been a trend to thoroughly study and analyze them, and it has been
possible to prove security in some cases, e.g. [1].

Considering a network security solution where thousands, or hundreds of thousands of
simultaneous connections need to be protected, there has been a need to use very efficient
cryptographic algorithms and to provide hardware crypto support.

Another problem that has been studied is the management of the security in a network
domain. A typical issue is the mass distribution of keys to thousands of nodes to maintain
security. Related to this is also study of solutions for multi- or broadcast security where
source origin authentication and revocation in large groups is an issue, see e.g. [4, 2].

A special type of network that has been discussed in the last few years are the so-called
ad-hoc networks, where typically users without any pre-existing security association meet in
an ad-hoc fashion and wants to create a logical, secure network. These networks are often
run on “thin” clients such as PDAs or cell-phones.
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2.2 Financial services
2.2.1 Digital wallet, electronic cash and micro-payments

Electronic payment in general represents a vast and heterogeneous topic. It encompasses
various non-anonymous protocols involving payment tokens with symmetric and asymmetric
cryptographic capabilities such as electronic wallets, bank cards, etc., but also digital cash
protocols -where anonymity is an essential part of the requirements. In the sequel, we will
mainly restrict ourselves to digital cash, which represents one of the most challenging research
areas for the application of cryptologic techniques to electronic payment.

Digital cash can be roughly described as a payment system involving customers, banks and
possibly additional trusted authorities, in which the exchange of coins and notes encountered
in ordinary (non-electronic) payments is replaced by the exchange of numbers (digital coins)
representing certain amounts of money. Signed data representing a certain amount of money
are typically delivered to a customer A by his bank prior to any transaction, subject to the
withdrawal of the corresponding amount from A’s account. Digital coins are then transferred
from A to recipients B during payment transactions, and passed later on from recipients B
to their bank in order for the corresponding amount to be credited on B’s account. Digital
cash is required to inherit some distinctive properties of cash, such as the untraceability of
payments. However, due to the fact that unlike physical objects (e.g. coins and notes) digital
information can be easily duplicated, digital cash systems must incorporate mechanisms for
avoiding any double or multiple spending.

David Chaum initiated research on anonymous electronic payment (digital cash) and
candidate cryptologic mechanisms to instantiate it, in the early eighties [CFN88]. But the
first offline digital cash system (i.e. requiring no involvement of any bank or third party
during the payment transaction) was proposed by Chaum, Fiat and Naor in 1988 [Cha82],
and the first really efficient system was introduced less than ten years ago, by Brands [Bra93].
These seminal contributions were later on reflected and developed in those deliverables of
the european project Esprit CAFE (Conditional Access for Europe) related to anonymous
payment.
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Blind signature (a mechanism enabling Alice to collect Bob’s non-repudiable signature on
a single message of her choice, without revealing Bob any information about this message)
represents the core cryptographic primitive underlying all the previously mentioned schemes.
It allows in particular banks to sign digital coins delivered to a customer without being capable
later on to trace any individual coin they signed. The theoretical study of the security of
this cryptographic primitive was only undertaken very recently. The first schemes providing
provable security (in the random oracle model) against additional forgeries (i.e. against
attacks where the execution of the protocol corresponding to k blind signatures would enable
Alice to obtain k+1 valid signatures) were proposed by Pointcheval and Stern in 96 [PS96].
This represents a first step towards the construction of provably secure digital cash schemes,
i.e. schemes for which counterfeit money is provably impossible to forge.

The above mentioned schemes provide users with perfect anonymity. This obviously does
not only bring advantages (in terms of protection of personal data), but also strong disadvan-
tages (it facilitates criminal misuses such as money laundering and blackmailing). Therefore,
recent research on digital cash aims at introducing revocable anonymity. A payment schemes
satisfies that property if a trusted authority can uncover the anonymity of any transaction,
suject to a legal request. This model was questioned by numerous searchers : how to prevent
revocable anonymity from also introducing potential misuses, e.g. the technical feasability of
uncovering the anonymity of some transactions without any prior legal mandate? Pfitzmann
and Sadeghi introduced the concept of self-escrowed cash (against user blackmailing). In this
alternative paradigm, users act as their own trusted authority, thus keeping the capability to
track digital coins they might have been forced to spend (fund extortion). Kueger and Vogt
introduced the concept of auditable tracing , i.e. the requirement that users be a posteriori
capable to know whether the anonymity of their transactions was uncovered or not - and thus
to turn against the trusted authority in case of undue revocations.
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2.3 Social aspects
2.3.1 Ambient intelligence

Definition. Ambient Intelligence (Aml) is the vision that technology will become invisible,
embedded in our natural surroundings, present whenever we need it, enabled by simple and
effortless interactions, adaptive to users and context and autonomously acting. High quality
information must be available to any user, anywhere, at any time, and on any device.

The embedding of computing and networking capabilities into more and more objects
results in new and severe demands onto electronic devices in terms of functionality, design,
power, robustness, wireless communication, packaging, and also cost.

Technically speaking this vision comes down to a possibly large network of small and
compact devices, all interconnected with each other through wireless communication chan-
nels. Due to the highly dynamic nature of this networks, these communication channels
will be setup in an ad-hoc fashion, possibly requiring multiple hops to setup a connection.
Examples of these intelligent networks include environmental control in office buildings, mon-
itoring of integrity of civil structures, robot control and guidance in automated manufactur-
ing environments, warehouse inventory, integrated patient monitoring, diagnostics, and drug
administration in hospitals, interactive toys, and the smart house providing identification,
personalization and security.

Challenges. The security requirements for ambient intelligent networks are largely compa-
rable to those of earlier networks. However, there are some important differences:

1. Because of the miniature size of the network nodes, the resources (CPU power, RAM,
energy) available are very restricted. This means that protocols that make excessive
use of energy consuming cryptographic primitives (e.g., RSA public key cryptography)
cannot be used.

2. Denial-of-service attacks become increasingly important because the implications are
not only loss of network connection and services, but possibly permanent shutdown of
the node (due to battery exhaustion [10, 9].

3. The dynamic and ad-hoc nature of the network makes key management one of the
largest challenges in security design for ad-hoc networks.

4. Individual nodes are easily accessible. This means that theft of nodes is easy and implies
that new security protocols should be designed so that they can cope with disclosure of
secrets contained in these nodes.

5. Location privacy becomes an important issue for nodes that are carried around by users.

State-of-the-art.

Routing Security A number of routing protocols for ad hoc networks have been proposed,
among which the Ad hoc On-demand Distance Vector (AODV) protocol and the Dy-
namic Source Routing (DSR) protocol. Unfortunately these protocols do not address
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security issues. A number of “rescue” efforts have emerged as a result: (1) Marti et al.
[6] pioneer the idea of the wathdog and pathrater that monitor the behaviour of other
nodes in the network; (2) Along the same line of investigation are Buttyan et al. [2] who
conceptualize the motivation for nodes not be selfish (regarding forwarding packets for
other nodes) as nuglets, a sort of virtual currency. (3) SPINS (Security Protocols for
Sensor Networks) provides broadcast security by using symmetric cryptography alone
[7]. The target wireless network is static and homogenous, and the protocol relies on a
trusted central base station.

Key Management Basagni et al. [1] reason that since sensor networks are so resource-

constrained that only symmetric key cryptography is feasible, it is inevitable that clus-
ters of nodes share a symmetric key, and on a network-wide level, all pebblenets share
a traffic encryption key.

Zhou and Haas [12] propose a key management service that is distributed over ¢ + 1
servers among n nodes, so that at most ¢t nodes may be compromised, by the principle
of threshold cryptography. A key management server not only has to store its own key
pair, but also the public keys of all nodes in the network.

Hubaux et al. [5] go a step further by requiring each node to maintain its own certificate
repository. These repositories store the public certificates the nodes themselves issue,
and a selected set of certificates issued by others.

Efficiency A number of solutions have been proposed to cope with the energy and commu-

nicational restraines. Rich Uncle protocols have been proposed to off-load demanding
tasks to more resourceful nodes [3]. Other proposals like [8] try to replace expensive
asymmetric primitives with more efficient primitives based on symmetric cryptography.

References

1]

3]

[4]

S. Basagni, K. Herrin, D. Bruschi, and E. Rosti. Secure pebblenets. In In Proceedings of
the 2001 ACM International Symposium on Mobile Ad Hoc Networking and Computing,
pages 177-228, oct 2001.

L. Buttyan and J.-P. Hubaux. Nuglets: A virtual currency to stimulate cooperation in
self-organized mobile ad hoc networks. Technical Report DSC/2001/001, Department of
Communication Systems, Swiss Federal Institute of Technology, 2001.

D.W. Carman, P.S. Kruus, and B.J. Matt. Constraints and approaches for distributed
sensor network security (draft). Technical report #00-010, NAT Labs, June 2000.

Y.-C. Hu, A. Perrig, and D. B. Johnson. Wormhole detection in wireless ad hoc net-
works. Technical Report TR01-384, Department of Computer Science, Rice University,
December 2001.

J.-P. Hubaux, L. Buttyan, and S. Capkun. The quest for security in mobile ad hoc
networks. In Proceedings of the ACM Symposium on Mobile Ad Hoc Networking and
Computing (MobiHOC 2001). ACM Press, 2001.



10 STORK — Strategic Roadmap for Crypto

[6] S. Marti, T. Giuli, K. Lai, and M. Baker. Mitigating routing misbehavior in ad hoc
networks. In Proceedings of Mobile Computing and Networking (MOBICOM ’00), pages
255-265, 2000.

[7] A. Perrig, R. Szewczyk, V. Wen, D. Culler, and J. D. Tygar. SPINS: Security protocols
for sensor networks. In Seventh Annual International Conference on Mobile Computing
and Networks (MobiCOM 2001), July 2001.

[8] L. Reyzin and N. Reyzin. Better than ba: Short One-Time Signatures with Fast Signing
and Verifying. In Jennifer Seberry, editor, Proceedings of Information Security and
Privacy — 7th Australasian Conference (ACSIP ’02), Lecture Notes in Computer Science.
Springer-Verlag, 2002.

[9] F. Stajano. The resurrecting duckling — what next? In B. Christianson, B. Crispo,
J.A. Malcolm, and M. Roe, editors, Proceedings of the 8th International Workshop on
Security Protocols, Lecture Notes in Computer Science 2133, pages 204—214. Springer-
Verlag, 2000.

[10] F. Stajano and R. Anderson. The resurrecting duckling: Security issues in ad-hoc wire-
less networks. In B. Christianson, B. Crispo, and M. Roe, editors, Proceedings of the
7th International Workshop on Security Protocols, Lecture Notes in Computer Science.
Springer-Verlag, 1999.

[11] Y. Zhang, W. Lee, and Y. Huang. Intrusion detection techniques for mobile wireless
networks. In Mobile Networks and Applications (MONET). ACM/Kluwer, 2002.

[12] L. Zhou and Z. Haas. Securing ad hoc networks. IEEE Network Magazine, 13, no.6,
November/December 1999.

2.3.2 Timestamping

Digital time-stamping is a set of techniques that enables us to determine if a certain digital
document has been created or signed before a given time. In most practical applications, the
time-stamping service is performed by a trusted third party — a Time-Stamping Authority
(TSA) — that creates time-stamps. These time-stamps are the digital assertions that a given
document was presented to the TSA at a given time. To get a document time-stamped, a
client sends a request, containing a hash value of his document, such that the content of the
document remains undisclosed for the TSA. A third party can verify the time-stamp on a
given document, in some cases with the cooperation of the TSA.

Establishing the time of existence for digital documents is of high importance for some
applications such as the signing of electronic contracts. It is also important for EDI (Electronic
Data Interchange which is essential for electronic trade), IPR (Intellectual Property Rights)
and interactive multimedia services (pay-TV, homeshopping, video online, ...).

Time-stamps are also essential as evidence in services providing non-repudiation of digital
signatures. The basic problem in this case is that all certificates will expire or be revoked
at some point in time. This implies that all signatures, generated with the corresponding
private key will then become invalid. Besides the purely practical inconvenience, there also
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exists a possible threat for non-repudiation: a signer might intentionally disclose his private
signature key and then claim that previously made signatures were forged. Therefore one
must be able to determine at a later time if a document was signed within the validity period
(and before revocation) of the signature key, using the corresponding certificate or certificate
revocation list to establish the validity period or revocation time. This way timestamps offer
the possibility to generate signatures that are valid for a very long period. Practical issues,
like algorithms that become less secure, can be solved by time-stamping again with stronger
algorithms.

Several mechanisms to implement a time-stamping service exist, requiring different degrees
of trust in the TSA offering the service.

Simple schemes produce time-stamps that are independent of one another, using either
public key or symmetric key cryptography: the TSA adds the time information to the request
and then computes a digital signature or message authentication code over the result. The
verification procedure consists of checking the time parameter, the digital signature (with
the TSA’s public key) or message authentication code (for this the TSA is needed) and the
correspondence between the document and the hash value in the request. The drawback of
these methods is that the TSA must be trusted completely: it can produce false time-stamps
without this being detected. Because a time-stamping service is supposed to offer long-term
security it would be better to reduce the level of trust required in the TSA.

Linking schemes try to lower the required trust in the TSA by producing time-stamps
which are linked to one another. Linking happens in three phases:

Aggregation: in the first step, all documents received by the TSA within a small time
interval — the aggregation round — are being considered simultaneous. The output of
the aggregation round is a binary string that securely depends on all the documents
submitted in that round. Users receive information on how to compute the aggregation
output, using their submitted document. The purpose of aggregation is to lower the
load on the TSA, if the linking operation is expensive.

Linking: the output of the aggregation round is taken, and linked to previous aggregation
round values, where the output of the linking operation cannot be computed without
previous aggregation round values. This establishes a one-way order between aggre-
gation round values, such that so-called relative temporal authentication is obtained:
time-stamps of different aggregation rounds can be compared. This implies also that a
time value is not necessary in linking schemes.

Publication: From time to time (e.g., each week), the TSA publishes the most recent time-
stamp in a widely witnessed medium, such as a newspaper. By doing this, the TSA
commits itself to all of the previously issued time-stamps. The published values are used
for verifying time-stamps and they enable other parties to check if the TSA is behaving

properly.

Linking schemes in the context of time-stamping were first described by Haber and Stor-
netta in 1991 [1, 2]. In 1998, alternative linking schemes were suggested by Buldas et al. [3],
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and in 2000, they were optimized in time-stamp size [6].

Distributed Schemes. Another way of lowering the required level of trust in the TSA
is to distribute the trust. In that approach, multiple users/TSAs cooperate to generate a
time-stamp, possibly using a secure distribution of secret data necessary to generate a time-
stamp. In this way, forgery of a time-stamp requires the collusion of a predetermined (high)
number of parties, which is considered to be very unlikely. Examples of such protocols were
first proposed by Benaloh and de Mare in 1991 [5, 4], and later on by Ansper et al. in 2001
[7]. They can be extensions of the schemes described above, and as such provide relative
temporal authentication or absolute temporal authentication.

The theory behind digital time-stamping has only been developed since the 90’s so it is
still a fairly new topic in cryptography. Surety, Inc. is a pioneering company holding several
patents in this area, and in the last couple of years several other companies have begun
to offer time-stamping services. A large growth can be expected in this field for the near
future, because the legal significance of digital documents is only starting to be recognized
now (several countries have adopted new laws giving digital signatures the same legal value
as their paper equivalents).
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2.3.3 E-voting

Definition. An electronic voting scheme is a set of protocols which allows voters to cast
ballots while a group of authorities collects the votes and outputs the final tally.

Voting schemes are thus defined by a registration protocol, during which voters register
and may get/provide some information for authenticating themselves later; a voting protocol,
during which a voter casts his vote; and a counting protocol which produces the final tally.
The latter protocol may be run by either any party, or by authorities only. A verification
protocol may also be available to allow anybody, or trusted parties only, to check the validity
of the tally.

Until a few years ago, the “yes/no” paradigm in which voters can only cast a boolean vote
has been used for technical reasons. But this model is not really practical since one usually
wishes to further consider the null vote at least. Moreover, in a practical system, the tally
should be computed at different levels in order to give local, regional and national results;
and multiple candidates with the possibility of partial tally computation would be preferable.

A voting scheme is said to be universally verifiable if anybody can check any step of all
protocols, until the final tally. Then, anybody can be guaranteed that all the votes have
been considered, without any alteration. However, in such a voting scheme, anonymity of
voters, or confidentiality of the votes, are usually achieved in a computational sense only,
but not in the information theoretical sense. This means that, maybe, a few years later,
one may know who votes to whom. If one stresses with long term confidentiality, one needs
to consider information theoretical confidentiality, and then only individual verifiability is
provided: anybody can check that his own vote had been taken into account.

State-of-the-art. Election schemes were first described by Chaum in 1982, and Benaloh
in 1985. Most of the voting schemes proposed thereafter discussed only “yes/no” votes, until
recently. Four different kinds of technologies have been proposed so far, according to the type
of cryptographic primitive used:

Homomorphic encryption An homomorphic (public-key) encryption scheme is an encryp-
tion scheme (E, D) from one group structure (Gp,+) into another group structure
(Gg,%) such that D(E(mq) * E(mg2)) = my + ma. In the voting scheme, all voters
send their encrypted votes to a single combiner. Such an encrypted vote is published on
a bulletin-board: using the homomorphic property of the cryptosystem, the combiner
but also anybody can compute the encrypted tally. Then, (¢ + 1) out of the authorities
can recover the tally by running a threshold cryptosystem. This model is optimal for
the communications between voters and authorities. Such a technology, combined with
zero-knowledge proofs, provides a universally verifiable voting scheme. Zero-knowledge
proofs are indeed central tools to provide universal verifiability still keeping confiden-
tiality of votes.

Blind signatures Blind signature schemes have been proposed by Chaum in 1981 to provide
anonymity, essentially for electronic cash. A blind signature scheme allows a user to get
a chosen message signed by a server in such a way that the server does not know the
message and the signature either (no information about any of them).
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With such a primitive, together with an anonymous channel, it is possible to describe
an anonymous voting scheme: the voter interacts with the server to get his vote signed
by the server (the server authorizes only one interaction with each voter). Then, he
can send anonymously (via the anonymous channel) his vote with the server’s signature
which guarantees the validity of the vote. Such a signed vote is published on a bulletin-
board: anybody can thereafter compute the tally.

The main problem with voting schemes based on blind signatures is that it is not
universally verifiable, but individually only: anybody can check that his own vote is
on the bulletin-board, but cannot be sure that others’ votes have not been modified by
the authority (who can sign any vote!). On the other hand, depending on the blind
signature scheme, unconditional anonymity is possible. Blind signatures are interesting
tools in cryptography, with many other applications, whenever anonymity is required.

Mix-networks A mix-net is a primitive that receives a list of ciphertexts and outputs all the
corresponding plaintexts, but without leaking any information about which plaintext
corresponds to which ciphertext. However, it further provides the guarantee that all
the ciphertexts have been decrypted, using zero-knowledge proofs.

Such a primitive allows one to use any encryption scheme (without homomorphic prop-
erties): the voters encrypt and sign their votes; the mix-networks decrypt all the votes,
and additionally provide a proof that the decryptions are all correct. Thereafter, any-
body can compute the tally.

Such a technology also provides a universally verifiable voting scheme, but mix-networks
are not efficient. Furthermore, many weaknesses have been discovered on schemes based
on mix-nets.

Cryptographic counters Cryptographic counters are encrypted counters such that any
voter can increase or decrease. Other participants have no information about the mod-
ifications introduced.

Eventually, an authority can decrypt the counters to get the final tally. Homomorphic
encryption schemes are particular cases of cryptographic counters.

New trends. To achieve universal verifiability, the communication model in use is a public
broadcast channel with memory, which can be implemented with a bulletin-board: all com-
munication with the bulletin board are public and can be universally monitored. No party
can erase any information but each voter can enter his part of the board.

Election schemes require the following properties:

e Eligibility: Only the authorized participants can vote.

e Privacy: The privacy of users ensures that a vote will be kept secret from any t-coalition
of authorities.

e Universal verifiability: This ensures that any party including observers can convince
himself that the election is fair and that the published tally has been correctly computed
from the ballots that were correctly cast. A weaker notion is individual verifiability,
where any voter can check that his own vote has been considered in the tally.
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e Robustness: The robustness of the scheme ensures that the system can tolerate some
faulty authorities who try to cheat during the computation of the tally.

e Anonymity: The votes cast by voters should be hidden.

e Receipt-Freeness: The receipt-freeness property ensures that a voter must not be able
to construct a receipt proving the content of his vote. A weaker notion is incoercibility,
where nobody can enforce someone to cast a specific vote (if he does not want, the voter
can vote in such a way that no receipt is available).

e Fairness: No partial result will never be known before the final tally can be computed.

Any faulty voter or authority should be detectable.

Another kind of attack is possible in electronic systems, the so-called ”Rushing Attack”:
At the closure time of the voting system, the local authorities reveal their local tally. The
system can be protected to withstand a rushing attack of users who try to falsify the tally if
they wait the result of the local authority to vote.

For a few years, several voting schemes have been proposed, with security analyses proving
strong security properties, even receipt-freeness under some physical assumptions: the privacy,
or anonymity, of the votes is guaranteed with proof of unforgeability, however, the final tally
is universally verifiable. Furthermore, nobody can produce a receipt that would help him to
convince someone of the contents of his vote (in case he would like to sell it).

Unfortunately, all the security proofs only provide security arguments, and not uncon-
ditional proofs. They further require additional physical assumptions which may not be
realistic. First, they often rely on idealized assumptions, as required for proving the secu-
rity of public-key encryption schemes, signature schemes and non-interactive zero-knowledge
proofs of knowledge or membership, which are some building blocks of voting schemes. Sec-
ond, private or anonymous channels are often required, with blind signature, or to achieve
receipt-freeness. This does not seem that much realistic in practice.

Therefore, the main goals of future work is to manage to use primitives (encryption,
signatures, ...) that can be proved in the standard model, without any idealized assumption.
Furthermore, the efficiency of the reduction has to be made as good as possible, and the
assumptions have to be realistic.

The past 15 years have seen the emergence of various security notions (anonymity, inco-
ercibility, receipt-freeness, etc.). In the long term, one would like to know if such notions are
the right ones, or if one must achieve stronger security notions, and if methods to achieve
such security notions will evolve.

Indeed, four main methods have been proposed so far, but none is fully acceptable (both
from the security and efficiency points of view). Therefore, one also needs alternative methods,
and maybe new computational assumptions.
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2.3.4 Digital Rights Management

Definition. In this section a definition of Digital Rights Management (DRM) is given and
its goals are described. For more detailed information about DRM, the reader is referred
to [1].

Whenever content (i.e. information) has been created, the owner of this content has
specific rights associated with it. These rights are usually divided into three types:

Legal: the rights the owners have under law, e.g. copyright or rights obtained by patents.

Transactional: the rights that are obtained or lost by selling or buying them, e.g. by buying
CDs or when an artist sells his/her music to a record label/company.

Implicit: the rights that are derived from the information carrier and the format of the
information, e.g. copying a book without degrading its quality and distributing these
copies are expensive and time-consuming tasks.

Nowadays, more and more content becomes available in digital formats. With respect to
the management of rights associated to this content, the two main differences with traditional
formats like e.g. books are the following. Firstly, copies can be made without any degradation
in quality, i.e. these copies are as good as the original. Secondly, the widespread use of the
Internet enables a fast and cheap distribution of digital content; the use of digital information
carriers that are slower and more expensive to distribute, like e.g. CDs, DVDs or Floppy
Discs, can be avoided. Note that both these aspects are caused by changes of the implicit
rights of the information (see Type 3 in the list mentioned above). These changes imply
that adversaries can modify, copy and distribute digital information in ways that were not
possible or too expensive for traditional media formats. Consequently, providers of digital
content (like the movie and music industry) need technologies to protect the rights associated
with this content. Digital Rights Management (DRM) is a technology for controlling and
managing these rights.

The main goal of DRM is to make digital content only accessible to users who own the
rights for this. If content owners want to exploit the benefits of the Internet (cheap and
fast distribution, new business models), DRM is needed to avoid piracy by enforcing that
the digital content can only be accessed as specified by the owner. It protects the rights of
the content provider/owner, and avoids a potential loss of income caused by illegal copying,
modification and re-distribution by adversaries.
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State-of-the-art and new trends.

Tamper-resistant software/hardware. The security model for DRM systems differs from
more ’'conventional’ security models used in other cryptographic systems, in the sense
that the end-users are not trusted in the DRM security model. In this model, the security
of a system strongly relies on its robust implementation at the client side. A well-known
technology that can be applied for achieving this is the use of tamper- resistant software
at the client side (e.g. based on so-called code or program obfuscation). At this moment
this technology is widely used, as many DRM solutions are based on existing hardware
like PCs and adding / integrating new (tamper-resistant) hardware is often considered
as being too expensive. However, recent theoretical work on the problem of program
obfuscation [2] shows that this is impossible under a certain notion of obfuscation.
Therefore it is expected that more future DRM solutions will be based on the use of
tamper-resistant hardware at the client side to store secret information (cryptographic
keys) that should not be accessible to the end-user and to perform certain computations
with this secret information.

Cryptographic primitives and protocols. The following cryptographic building blocks
are typically used in DRM systems. Identification of the user or his/her device to the
server is needed in order to give this user or device the specified rights associated with
the digital content. Examples of techniques used for this are cookies, digital certificates
and serial numbers of processors. Other well-known solutions are based on a User 1D -
password combination, challenge-response identification and zero- knowledge protocols.
Public-key cryptosystems (PKCs) like e.g. RSA are a common tool used for digital cer-
tificates. PKCs are also used in DRM systems for digital signatures and the encryption
of short (i.e. symmetric) keys. DRM systems usually use symmetric encryption algo-
rithms (e.g. DES/AES) for copy protection, i.e. the decrypted content is only accessible
to the users who have the corresponding rights (or equivalently, own the corresponding
symmetric key). In addition to using the symmetric algorithms for access control, they
are also used for computing so-called Message Authentication Codes (MACs), which
protect the authenticity of the content. These cryptographic primitives and building
blocks are used in many applications including DRM, and are not specifically developed
for DRM systems.

Watermarking and fingerprinting. Watermarking and fingerprinting play an important
role in DRM, as the digital content will eventually be available to the (legitimate) user
in decrypted format, opening possibilities for adversaries to illegally copy, modify and
re-distribute such unencrypted content. Watermarks are used to embed information
(like e.g. information about the content owner) in the digital content. Watermarks
should be hard to remove or robust (e.g. compression or format conversion should not
remove the watermark), easy-to-detect, imperceptible and reliable. Fingerprints are
user-specific watermarks that are contained in the digital content and can be used to
trace back malicious users. Fingerprints should have the additional properties that they
are collusion resistant, frameproof and that malicious users are traceable. The collusion
resistance property made fingerprinting a topic in cryptology. An existing theory that
can be used for fingerprinting is based on codes with the so-called Identifiable Parent
Property (IPP). Several construction methods for these codes with IPP and theoretical
bounds on their parameters exist. However, so far the constructions are not too practical
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in the sense that the size of a fingerprint has to be long in order to obtain a sufficient
level of collusion resistance. A trend is ’asymmetric fingerprinting’, where the owner can
find information about the traitor comparable to a signature from the traitor of the fact
that he/she misbehaved. Another trend is the addition of anonymity [3], where buyers
can buy fingerprinted digital content without revealing their identity. However, as soon
as a buyer misbehaves by redistributing the content, his/her identity can be revealed.
Anonymity can play an important role in the public acceptance of DRM systems, as
buyers might not want to give up their privacy (only) for the purpose of generating a
fingerprint.

Key management issues. An important aspect of DRM systems is the key management
schemes they use. Many DRM applications can use existing techniques not especially
developed for that purpose. In addition, key management techniques that are more
specific for DRM have been developed, such as those used in broadcast encryption (BE)
schemes. Such schemes were introduced in the early nineties. An important issue in
BE schemes is key revocation, as ideally it should be possible to remove compromised
equipment from the system in an easy way and without affecting the security of the
other components of the system. In addition, key revocation is needed whenever a user
leaves the system. In BE systems it is usually desirable to be able to send encrypted
messages to an arbitrary set of recipients while remaining secure in the event that a
(predefined) number of users collude and share their secret information. Schemes that
can deal with coalitions of any size are called 'long-lived’ BE schemes [4]. The purpose
of such schemes is to continue the broadcast in a secure way to authorised users in the
case that some keys in the system have been compromised. Combinations of broadcast
schemes with traitor tracing schemes have also attracted some attention.
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3 Cryptographic protocols

3.1 Two party protocols
3.1.1 On-line authentication (identification)

Overview. Entity authentication is a process where a werifier can be convinced of the
identity of a prover. Entity authentication in the Information Society proceeds from the
hypothesis that both the prover holds some specific digital secret data and that prover and
verifier only communicate digital information. Three components and needed.

e The real-world identity of the prover needs to be able to generate some secret digital
data that the prover can use.

e The secret digital data of the prover needs to be linked to some digital data that the
verifier knows to correspond to the specific prover.

e These digital data are used to make an (interactive) proof that can convince the verifier
that the prover holds the secret.

The first component is sometimes realized with personal devices (smart cards or badges),
sometimes with biometrics, sometimes with a password. Depending on the context, it might
be important that the identity cannot be copied (which excludes password) or cannot be trans-
ferred (which excludes personal devices). The cryptographic requirement for this component
is that the entropy is the resulting digital secret is high.

The second component depends on key management and public key infrastructures (cf.
the relevant sections of this document).

The third component is the main cryptographic component and is usually named ¢den-
tification protocol. Currently two approaches can bring some security. Challenge-responses
protocols are MAC-based or digital signature-based and are widely used in practice. Zero-
knowledge protocols have provable security but may have some practical disadvantages [3].

Secret generation. There is a renewed interest in entity authentication and key establish-
ment schemes based on passwords: these are schemes where the prover can memorize a secret
that has limited but sufficient entropy and that is easy to remember. Other trends are the
extension of schemes based on passphrases [5], visual passwords, ...

Biometrics are intensively studied, but most of this topic is not a cryptographic issue.
However, there has been some recent work [4, 6] on deriving a secret from a biometric (such
as a fingerprint) combined with an error-correcting code.

Identification protocols. The security model for challenge-response protocols and the way
they are built from some components (MAC or digital signatures) is an active research area.

The current trend for identification protocols is to consider new attack models (e.g., con-
current attacks, reset attacks [1]) where some security proofs can be provided. It turns out
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that secure identification does not need zero-knowledge, and that some protocols which are
not zero-knowledge are more robust w.r.t. new attack models [2].

Off-line/on-line variants and server-aided variants are studied to improve the practical
performance of zero-knowledge protocols and increase their use.
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3.1.2 Off-line authentication (of a document)

Like for on-line authentication, there are two main techniques used to authenticate a docu-
ment. The technique from symmetric cryptography is message authentication code (MACs)
(see Section 4.1.6) where the two parties share a common secret. The technique from asym-
metric cryptography is digital signature (see Section 4.2.2) where the signer uses his private
key and the verifier uses the corresponding public key.

3.1.3 Secure communication channel

One of the oldest problem in cryptography is the establishment of a secure communication
channel. The establishment of a secure communication channel is usually split in two phases.
First, the two parties agree on an encryption/decryption technique. Then, one party sends
encrypted data that the other one only can decrypt.

The two parties usually agree publicly on a fast symmetric encryption/decryption tech-
nique and then agree on a secret key. This secret key can be transmitted by another secure
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channel, or by an asymmetric encryption scheme (see Section 4.2.1). Ad hoc key agree-
ment techniques also exist, like the famous Diffie-Hellman scheme, and an ongoing research
direction is the generalisation of two-party key agreement protocols to multiparty protocols.

For efficient encryption of data, two categories of cryptographic primitives are used:
stream ciphers (see Section 4.1.2), which generate a random-looking bitstream that blinds
the message with a XOR; and block ciphers (see Section 4.1.1) which are keyed substitutions
of data blocks.

To protect against the man-in-the-middle attack, all protocols that setup a secure commu-
nication channel should have some authentication. There is ongoing research on techniques
that achieve authenticated encryption faster than authentication plus encryption.

3.2 Multiparty protocols
3.2.1 Multiparty computation

In multiparty computation several users compute together some information. This could be a
common session key or a joint secret of which the parties hold shares. One example hereof are
threshold schemes where a certain number of shares is sufficient to compute the joint secret
or unsecure networks that are used to compute involving private information. In the past
years several scenarios have been studied solving e.g. linear algebra problems or to compute
approximations.

However, none of the currently available multiparty computation methods is efficient.
The existing techniques can serve as a proof-of-concept for the approach but are prohibitively
expensive to be of any practical use. For example, since the approach is generic, all compu-
tations have to be formulated in terms of an unclocked digital circuit which is then jointly
evaluated. And the amount of interaction among the parties is typically directly proportional
to the depth of the circuit. Another limiting feature is that today’s techniques rely on syn-
chronized networks that provide the abstraction of a broadcast channel, which is not suitable
for wide-area networks such as the Internet.

Recent work has shown how to make multiparty computation more practical in two di-
rections: (1) minimizing the amount of interaction and (2) reducing the assumptions on the
network.

1. So-called “optimistic protocols” run very fast, and with a minimal amount of interac-
tion, when no faults occur. Recent examples of this approach include the multiparty
computation protocol of Hirt, Maurer, Przydatek (Asiacrypt 2000) and the optimistic
fair twoparty computation by Cachin and Camenisch (Crypto 2000).

2. The assumption of a synchronous network can be justified by clock synchronization
protocols and that of a broadcast channel by a suitable Byzantine agreement protocol.
However, a synchronous model involves making time-out assumptions, which is a del-
icate issue, because if wrong assumptions are made, the performance of the system is
severely degraded. For example, if aggressively small time-outs are used and the net-
work happens to slow down for some reason, then many parties will no longer be able to
reach each other and declare that their peers to have exhibited a failure. One solution
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to this problem is to avoid timing assumptions, which can be invalidated, and to use
an asynchronous system model. Recent work has shown how practical agreement and
broadcast protocols can be constructed in the asynchronous model (Cachin, Kursawe,
Petzold, Shoup; Crypto 2001); they open a way to efficient multiparty computation
protocols that are suitable for wide-area networks.
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3.2.2 Formal Models of Security and Composability of Protocols

Composability of cryptographic protocols has been studied in the context of self composability,
i. e., many executions of the same protocol run concurrently. Already in this setting protocols
which can be proven secure for a single execution can become insecure, e.g. Zero knowledge
proofs [2] or Byzantine agreement [3].

As a new trend, models of security were proposed which guarantee a universal composabil-
ity [1, 4]. The new models build on the established definition of security by simulateability,
where a real protocol with a real adversary is compared to an ideal functionality where a
simulator with very limited capabilities has to mimic the effect of a real attack. Whenever
the real protocol and the ideal functionality are indistinguishable one sa