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1 Introduction

Cryptographic algorithms play a crucial role in the information society. When we use our
credit card or an ATM, call someone on a mobile phone, get access to health care services,
watch pay-per-view channels, or buy something on the web, cryptographic algorithms are
used to offer protection. These algorithms guarantee that nobody can steal money from our
account, place a call at our expense, eavesdrop on our phone calls, or get unauthorized access
to sensitive health data. It is clear that information technology will become increasingly
pervasive: in the short term we expect to see more of e-government, e-voting, m-commerce,
. . . ; beyond that we can expect the emergence of ubiquitous (or pervasive) computing, ambient
intelligence,. . . These new environments and applications will present new security challenges,
and there is no doubt that cryptographic algorithms and protocols will form part of the
solution.

While cryptography is an essential component, the importance of cryptography should
be put in the correct perspective. Indeed, failure of security systems can often be blamed
on other reasons than failure of cryptography. (see for example Anderson [1]). Nevertheless,
cryptographic algorithms are part of the foundations of the security house, and any house
with weak foundations will collapse. There is thus no excuse whatsoever to employ weak
cryptography; nevertheless, we encounter weak cryptography more frequently than necessary
and this for several reasons:

• Cryptography is a fascinating discipline, which tends to attract ‘do-it-yourself’ people,
who are not aware of the scientific developments of the last 25 years; their home-made
algorithms can typically be broken in a few minutes by an expert;

• Use of short key lengths, in part due to export controls (mainly in the US, who dominates
the software market) which limited key sizes to 40 bits (or 56 bits) for symmetric
ciphers, 512 bits for factoring based systems (RSA) and discrete logarithm modulo a
large prime (Diffie-Hellman). The US export restrictions have been lifted to a large
extent in January and October 2000 (see Koops [4] for details). In several countries,
domestic controls were imposed; the best known example is France, where the domestic
controls were lifted in January 1999. Nevertheless, it can take a long time before all
applications are upgraded.

• Progress in cryptanalysis: open academic research has started in the mid 1970ies; cryp-
tology is now an established academic research discipline, and the IACR (International
Association for Cryptologic Research) has more than 1000 members. As a consequence
of this, increasingly sophisticated techniques are developed to break cryptosystems, but
fortunately also to improve their security.

• Progress in computational power: Moore’s law, which was formulated in 1965, predicts
that every 18 months transistor density will double. Empirical observations have proved
him right (at least for data density) and experts believe that this law will be holding for
at least another 15 years. The variation of Moore’s law for computational power states
that the amount of computation that can be done for the same cost doubles every 18
month. This implies that a key for a symmetric algorithm will become thousand times
cheaper to find after 15 years (or needs to increase in length by 10 bits to offer the same
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security). An even larger threat may be the emergence of new computer models: if
quantum computers can be built, factoring may be very easy (a result by Shor of 1994
[5]). While early experiments are promising [6], experts are divided on the question
whether sufficiently powerful quantum computers can be built in the next 15 years. For
symmetric cryptography, quantum computers are less of a threat: they can reduce the
time to search a 2n-bit key to the time to search an n-bit key (using Grover’s algorithm
[3]). Hence doubling the key length offers an adequate protection.

As a consequence of all these observations, insecure cryptographic algorithms are much
more common than they should be. In order to avoid these problems, adequate control
mechanisms should be established at several levels:

• Substantial evaluation is necessary before an algorithm can be used; experts seem to
agree that a period of 3 to 5 years is required between first publication and use of an
algorithm.

• Continuous monitoring is required during the use of a primitive, to verify whether they
are still adequate. Especially for public key primitives, which are parameterizable, a
rigorous monitoring procedure is required to establish minimal key lengths.

• Adequate procedures should be foreseen to take an algorithm out of service or to upgrade
an algorithm. Single DES is a typical example of an algorithm which has been used
beyond its lifetime (for most applications, 56 bits was no longer an adequate key length
in the 1990ies); another example is the GSM encryption algorithm A5/1: experts agree
that it is not as secure as believed (see e.g. Biryukov et al. [2]), but it is very difficult
to upgrade it.

Especially the last problem should not be underestimated: for data authentication purposes,
a new security weaknesses that is discovered will typically not influence older events, and
long-term security can be achieved by techniques such as re-signing. However, for confiden-
tiality the problem is much more dramatic: one cannot prevent that an opponent has access
to ciphertext, and in certain cases (e.g., medical applications) secrecy for 50–100 years is
required. This means that an encryption algorithm used now will need to withstand attacks
employed in 2075. It is probably easier to imagine how hard it must have been to design
in 1925 an encryption system that needed to be secure for 75 years. There is no reason to
believe that this problem is easier at the beginning of the 21st century.

The present document is an attempt to give a state-of-the-art in cryptology, outlining new
trends. It is organized as follows. In Section 2, we review the main applications of cryptology
in the information technology society. In Section 3, we review the area of cryptographic
protocols. In Section 4, we review the basic cryptographic techniques, including encryption,
signature and hashing. Eventually, in Section 5, we review the mathematical foundations of
cryptology.

Acknowledgments. We are thankful for the comments we received after the presentation
of the documents at the first STORK workshop, November 26-27, 2002, in Bruges. Comments
on this present version are also warmly welcomed. Please use the STORK discussion forum at
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http://www.stork.eu.org/ or send an email to stork-info@stork.eu.org or to the editor
at Phong.Nguyen@ens.fr.
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2 Cryptology in the Information Technology Society

2.1 Secure communication

2.1.1 Mobile system security

Mobile systems security does not, in general, drive ground-breaking research in the field of
cryptography; it is rather an area of application for existing cryptographic theory. However,
there are a number of distinctive aspects of mobile telephony that deserve special mention:

• Since mobile telephone communication is over a radio interface, it is pretty well essential
to use stream ciphers rather than block ciphers for encryption. (Single bit errors would
have an ”avalanche” effect during decryption with block ciphers, and extensive error-
correcting techniques are not an option due to bandwidth constraints.)

• Since mobile telephones run on batteries, it is very important that any cryptographic
algorithms can be implemented to run on low power. Typically this means hardware
implementations (ASICs) with a small number of gates. It also means that algorithms
with large initialisation (key setup) overheads are unsuitable.
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• The SIM card [3] (a smart card) plays a fundamental role in GSM, UMTS and some
other systems. Cryptographic algorithms running on the smart card have to be suitable
for these low end platforms.

• It should be difficult for even the owner of a SIM card to extract the cryptographic
keys from it. This places strong requirements not just on the algorithms that use
those keys, but also on the ways in which the algorithms are implemented. Näıve
implementations of cryptographic algorithms on smart cards have been shown to be
vulnerable to ”side channel attacks” - where the attacker with the smart card in his
possession observes not just the digital inputs and outputs of the algorithm, but also
other information such as how long the card takes to perform certain operations, how
much power it consumes, how it behaves under certain fault-inducing conditions, and so
on. These attacks can be very powerful, extracting keys in seconds. However, smart card
manufacturers have developed strong implementation techniques to resist such attacks,
and at present it seems that side channel attacks make no impression on the most
advanced implementations. But this is a fairly young science, and there will probably
be further advances on both the attack and defense sides within the period of STORK’s
influence.

• Special purpose protocols have been developed to secure mobile telephone networks
and links. While these cannot generally be said to advance the theory of cryptographic
protocols, nevertheless they are an important and high profile instance of protocol se-
lection.

• Again, cryptographic algorithms have been developed especially for use in mobile tele-
phone systems. The block cipher KASUMI [1, 2], and novel constructions of both a
stream cipher and a message authentication code from KASUMI, are good recent ex-
amples from UMTS. The stream cipher and message authentication code constructions
in particular show how improvements can be made over more standard constructions
when particular aspects of the context are taken into account.

• The mobile phone (and its SIM) has, thanks to the high level of market penetration,
an excellent chance of being the first universal platform for implementing various ”per-
sonal security services”, e.g. performing electronic payments, managing credentials for
universal user authentication, etc.

• Mobile terminals are likely to become the first devices that implement an open, stan-
dardized Digitial Rights Management system.

Note: another collaborative research project PAMPAS (Pioneering Advanced Mobile Privacy
And Security) is running in parallel with STORK, and may feed novel requirements for cryp-
tologic research into the STORK process. Close links are being maintained with PAMPAS.
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2.1.2 Network security

Network security is, as perhaps can be seen from the name, not core cryptography, but rather
one of the most important applications thereof.

As such, the network can be either physical or logical and there is not necessarily a one-
to-one correspondence between physical hardware and network. The main security problems
are to

• ensure that unauthorized parties (complete outsiders or ones belonging to other logical
networks) can not eavesdrop or modify traffic, i.e. to provide intra- and inter-network
protection,

• to protect the logical and physical perimeter of the network from outsiders.

The last item usually means special purpose hardware and software such as firewalls, intru-
sion detection systems etc, and will not be further elaborated upon. What is of interest
to cryptography is the first item. While it in many cases is possible to achieve the desired
“traffic separation” by separate physical interfaces, or logically (implemented in routers),
cryptographic separation is in many cases attractive as it is less expensive and more scalable
than physical protection and offers true end-to-end security also against parties controlling
the infrastructure. For this purpose, a number of security and key management protocols
have been proposed in recent years, IPsec and IKE [5, 6, 3] perhaps being the most widely
deployed ones.

While provable security was not main goals when designing these protocols, there has
in the last few years been a trend to thoroughly study and analyze them, and it has been
possible to prove security in some cases, e.g. [1].

Considering a network security solution where thousands, or hundreds of thousands of
simultaneous connections need to be protected, there has been a need to use very efficient
cryptographic algorithms and to provide hardware crypto support.

Another problem that has been studied is the management of the security in a network
domain. A typical issue is the mass distribution of keys to thousands of nodes to maintain
security. Related to this is also study of solutions for multi- or broadcast security where
source origin authentication and revocation in large groups is an issue, see e.g. [4, 2].

A special type of network that has been discussed in the last few years are the so-called
ad-hoc networks, where typically users without any pre-existing security association meet in
an ad-hoc fashion and wants to create a logical, secure network. These networks are often
run on “thin” clients such as PDAs or cell-phones.
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2.2 Financial services

2.2.1 Digital wallet, electronic cash and micro-payments

Electronic payment in general represents a vast and heterogeneous topic. It encompasses
various non-anonymous protocols involving payment tokens with symmetric and asymmetric
cryptographic capabilities such as electronic wallets, bank cards, etc., but also digital cash
protocols -where anonymity is an essential part of the requirements. In the sequel, we will
mainly restrict ourselves to digital cash, which represents one of the most challenging research
areas for the application of cryptologic techniques to electronic payment.

Digital cash can be roughly described as a payment system involving customers, banks and
possibly additional trusted authorities, in which the exchange of coins and notes encountered
in ordinary (non-electronic) payments is replaced by the exchange of numbers (digital coins)
representing certain amounts of money. Signed data representing a certain amount of money
are typically delivered to a customer A by his bank prior to any transaction, subject to the
withdrawal of the corresponding amount from A’s account. Digital coins are then transferred
from A to recipients B during payment transactions, and passed later on from recipients B
to their bank in order for the corresponding amount to be credited on B’s account. Digital
cash is required to inherit some distinctive properties of cash, such as the untraceability of
payments. However, due to the fact that unlike physical objects (e.g. coins and notes) digital
information can be easily duplicated, digital cash systems must incorporate mechanisms for
avoiding any double or multiple spending.

David Chaum initiated research on anonymous electronic payment (digital cash) and
candidate cryptologic mechanisms to instantiate it, in the early eighties [CFN88]. But the
first offline digital cash system (i.e. requiring no involvement of any bank or third party
during the payment transaction) was proposed by Chaum, Fiat and Naor in 1988 [Cha82],
and the first really efficient system was introduced less than ten years ago, by Brands [Bra93].
These seminal contributions were later on reflected and developed in those deliverables of
the european project Esprit CAFE (Conditional Access for Europe) related to anonymous
payment.
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Blind signature (a mechanism enabling Alice to collect Bob’s non-repudiable signature on
a single message of her choice, without revealing Bob any information about this message)
represents the core cryptographic primitive underlying all the previously mentioned schemes.
It allows in particular banks to sign digital coins delivered to a customer without being capable
later on to trace any individual coin they signed. The theoretical study of the security of
this cryptographic primitive was only undertaken very recently. The first schemes providing
provable security (in the random oracle model) against additional forgeries (i.e. against
attacks where the execution of the protocol corresponding to k blind signatures would enable
Alice to obtain k+1 valid signatures) were proposed by Pointcheval and Stern in 96 [PS96].
This represents a first step towards the construction of provably secure digital cash schemes,
i.e. schemes for which counterfeit money is provably impossible to forge.

The above mentioned schemes provide users with perfect anonymity. This obviously does
not only bring advantages (in terms of protection of personal data), but also strong disadvan-
tages (it facilitates criminal misuses such as money laundering and blackmailing). Therefore,
recent research on digital cash aims at introducing revocable anonymity. A payment schemes
satisfies that property if a trusted authority can uncover the anonymity of any transaction,
suject to a legal request. This model was questioned by numerous searchers : how to prevent
revocable anonymity from also introducing potential misuses, e.g. the technical feasability of
uncovering the anonymity of some transactions without any prior legal mandate? Pfitzmann
and Sadeghi introduced the concept of self-escrowed cash (against user blackmailing). In this
alternative paradigm, users act as their own trusted authority, thus keeping the capability to
track digital coins they might have been forced to spend (fund extortion). Kueger and Vogt
introduced the concept of auditable tracing , i.e. the requirement that users be a posteriori
capable to know whether the anonymity of their transactions was uncovered or not - and thus
to turn against the trusted authority in case of undue revocations.
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2.3 Social aspects

2.3.1 Ambient intelligence

Definition. Ambient Intelligence (AmI) is the vision that technology will become invisible,
embedded in our natural surroundings, present whenever we need it, enabled by simple and
effortless interactions, adaptive to users and context and autonomously acting. High quality
information must be available to any user, anywhere, at any time, and on any device.

The embedding of computing and networking capabilities into more and more objects
results in new and severe demands onto electronic devices in terms of functionality, design,
power, robustness, wireless communication, packaging, and also cost.

Technically speaking this vision comes down to a possibly large network of small and
compact devices, all interconnected with each other through wireless communication chan-
nels. Due to the highly dynamic nature of this networks, these communication channels
will be setup in an ad-hoc fashion, possibly requiring multiple hops to setup a connection.
Examples of these intelligent networks include environmental control in office buildings, mon-
itoring of integrity of civil structures, robot control and guidance in automated manufactur-
ing environments, warehouse inventory, integrated patient monitoring, diagnostics, and drug
administration in hospitals, interactive toys, and the smart house providing identification,
personalization and security.

Challenges. The security requirements for ambient intelligent networks are largely compa-
rable to those of earlier networks. However, there are some important differences:

1. Because of the miniature size of the network nodes, the resources (CPU power, RAM,
energy) available are very restricted. This means that protocols that make excessive
use of energy consuming cryptographic primitives (e.g., RSA public key cryptography)
cannot be used.

2. Denial-of-service attacks become increasingly important because the implications are
not only loss of network connection and services, but possibly permanent shutdown of
the node (due to battery exhaustion [10, 9].

3. The dynamic and ad-hoc nature of the network makes key management one of the
largest challenges in security design for ad-hoc networks.

4. Individual nodes are easily accessible. This means that theft of nodes is easy and implies
that new security protocols should be designed so that they can cope with disclosure of
secrets contained in these nodes.

5. Location privacy becomes an important issue for nodes that are carried around by users.

State-of-the-art.

Routing Security A number of routing protocols for ad hoc networks have been proposed,
among which the Ad hoc On-demand Distance Vector (AODV) protocol and the Dy-
namic Source Routing (DSR) protocol. Unfortunately these protocols do not address
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security issues. A number of “rescue” efforts have emerged as a result: (1) Marti et al.
[6] pioneer the idea of the wathdog and pathrater that monitor the behaviour of other
nodes in the network; (2) Along the same line of investigation are Buttyan et al. [2] who
conceptualize the motivation for nodes not be selfish (regarding forwarding packets for
other nodes) as nuglets, a sort of virtual currency. (3) SPINS (Security Protocols for
Sensor Networks) provides broadcast security by using symmetric cryptography alone
[7]. The target wireless network is static and homogenous, and the protocol relies on a
trusted central base station.

Key Management Basagni et al. [1] reason that since sensor networks are so resource-
constrained that only symmetric key cryptography is feasible, it is inevitable that clus-
ters of nodes share a symmetric key, and on a network-wide level, all pebblenets share
a traffic encryption key.

Zhou and Haas [12] propose a key management service that is distributed over t + 1
servers among n nodes, so that at most t nodes may be compromised, by the principle
of threshold cryptography. A key management server not only has to store its own key
pair, but also the public keys of all nodes in the network.

Hubaux et al. [5] go a step further by requiring each node to maintain its own certificate
repository. These repositories store the public certificates the nodes themselves issue,
and a selected set of certificates issued by others.

Efficiency A number of solutions have been proposed to cope with the energy and commu-
nicational restraines. Rich Uncle protocols have been proposed to off-load demanding
tasks to more resourceful nodes [3]. Other proposals like [8] try to replace expensive
asymmetric primitives with more efficient primitives based on symmetric cryptography.
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2.3.2 Timestamping

Digital time-stamping is a set of techniques that enables us to determine if a certain digital
document has been created or signed before a given time. In most practical applications, the
time-stamping service is performed by a trusted third party – a Time-Stamping Authority
(TSA) – that creates time-stamps. These time-stamps are the digital assertions that a given
document was presented to the TSA at a given time. To get a document time-stamped, a
client sends a request, containing a hash value of his document, such that the content of the
document remains undisclosed for the TSA. A third party can verify the time-stamp on a
given document, in some cases with the cooperation of the TSA.

Establishing the time of existence for digital documents is of high importance for some
applications such as the signing of electronic contracts. It is also important for EDI (Electronic
Data Interchange which is essential for electronic trade), IPR (Intellectual Property Rights)
and interactive multimedia services (pay-TV, homeshopping, video online, ...).

Time-stamps are also essential as evidence in services providing non-repudiation of digital
signatures. The basic problem in this case is that all certificates will expire or be revoked
at some point in time. This implies that all signatures, generated with the corresponding
private key will then become invalid. Besides the purely practical inconvenience, there also
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exists a possible threat for non-repudiation: a signer might intentionally disclose his private
signature key and then claim that previously made signatures were forged. Therefore one
must be able to determine at a later time if a document was signed within the validity period
(and before revocation) of the signature key, using the corresponding certificate or certificate
revocation list to establish the validity period or revocation time. This way timestamps offer
the possibility to generate signatures that are valid for a very long period. Practical issues,
like algorithms that become less secure, can be solved by time-stamping again with stronger
algorithms.

Several mechanisms to implement a time-stamping service exist, requiring different degrees
of trust in the TSA offering the service.

Simple schemes produce time-stamps that are independent of one another, using either
public key or symmetric key cryptography: the TSA adds the time information to the request
and then computes a digital signature or message authentication code over the result. The
verification procedure consists of checking the time parameter, the digital signature (with
the TSA’s public key) or message authentication code (for this the TSA is needed) and the
correspondence between the document and the hash value in the request. The drawback of
these methods is that the TSA must be trusted completely: it can produce false time-stamps
without this being detected. Because a time-stamping service is supposed to offer long-term
security it would be better to reduce the level of trust required in the TSA.

Linking schemes try to lower the required trust in the TSA by producing time-stamps
which are linked to one another. Linking happens in three phases:

Aggregation: in the first step, all documents received by the TSA within a small time
interval – the aggregation round – are being considered simultaneous. The output of
the aggregation round is a binary string that securely depends on all the documents
submitted in that round. Users receive information on how to compute the aggregation
output, using their submitted document. The purpose of aggregation is to lower the
load on the TSA, if the linking operation is expensive.

Linking: the output of the aggregation round is taken, and linked to previous aggregation
round values, where the output of the linking operation cannot be computed without
previous aggregation round values. This establishes a one-way order between aggre-
gation round values, such that so-called relative temporal authentication is obtained:
time-stamps of different aggregation rounds can be compared. This implies also that a
time value is not necessary in linking schemes.

Publication: From time to time (e.g., each week), the TSA publishes the most recent time-
stamp in a widely witnessed medium, such as a newspaper. By doing this, the TSA
commits itself to all of the previously issued time-stamps. The published values are used
for verifying time-stamps and they enable other parties to check if the TSA is behaving
properly.

Linking schemes in the context of time-stamping were first described by Haber and Stor-
netta in 1991 [1, 2]. In 1998, alternative linking schemes were suggested by Buldas et al. [3],
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and in 2000, they were optimized in time-stamp size [6].

Distributed Schemes. Another way of lowering the required level of trust in the TSA
is to distribute the trust. In that approach, multiple users/TSAs cooperate to generate a
time-stamp, possibly using a secure distribution of secret data necessary to generate a time-
stamp. In this way, forgery of a time-stamp requires the collusion of a predetermined (high)
number of parties, which is considered to be very unlikely. Examples of such protocols were
first proposed by Benaloh and de Mare in 1991 [5, 4], and later on by Ansper et al. in 2001
[7]. They can be extensions of the schemes described above, and as such provide relative
temporal authentication or absolute temporal authentication.

The theory behind digital time-stamping has only been developed since the 90’s so it is
still a fairly new topic in cryptography. Surety, Inc. is a pioneering company holding several
patents in this area, and in the last couple of years several other companies have begun
to offer time-stamping services. A large growth can be expected in this field for the near
future, because the legal significance of digital documents is only starting to be recognized
now (several countries have adopted new laws giving digital signatures the same legal value
as their paper equivalents).
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2.3.3 E-voting

Definition. An electronic voting scheme is a set of protocols which allows voters to cast
ballots while a group of authorities collects the votes and outputs the final tally.

Voting schemes are thus defined by a registration protocol, during which voters register
and may get/provide some information for authenticating themselves later; a voting protocol,
during which a voter casts his vote; and a counting protocol which produces the final tally.
The latter protocol may be run by either any party, or by authorities only. A verification
protocol may also be available to allow anybody, or trusted parties only, to check the validity
of the tally.

Until a few years ago, the “yes/no” paradigm in which voters can only cast a boolean vote
has been used for technical reasons. But this model is not really practical since one usually
wishes to further consider the null vote at least. Moreover, in a practical system, the tally
should be computed at different levels in order to give local, regional and national results;
and multiple candidates with the possibility of partial tally computation would be preferable.

A voting scheme is said to be universally verifiable if anybody can check any step of all
protocols, until the final tally. Then, anybody can be guaranteed that all the votes have
been considered, without any alteration. However, in such a voting scheme, anonymity of
voters, or confidentiality of the votes, are usually achieved in a computational sense only,
but not in the information theoretical sense. This means that, maybe, a few years later,
one may know who votes to whom. If one stresses with long term confidentiality, one needs
to consider information theoretical confidentiality, and then only individual verifiability is
provided: anybody can check that his own vote had been taken into account.

State-of-the-art. Election schemes were first described by Chaum in 1982, and Benaloh
in 1985. Most of the voting schemes proposed thereafter discussed only “yes/no” votes, until
recently. Four different kinds of technologies have been proposed so far, according to the type
of cryptographic primitive used:

Homomorphic encryption An homomorphic (public-key) encryption scheme is an encryp-
tion scheme (E,D) from one group structure (G1,+) into another group structure
(G2, ∗) such that D(E(m1) ∗ E(m2)) = m1 + m2. In the voting scheme, all voters
send their encrypted votes to a single combiner. Such an encrypted vote is published on
a bulletin-board: using the homomorphic property of the cryptosystem, the combiner
but also anybody can compute the encrypted tally. Then, (t + 1) out of the authorities
can recover the tally by running a threshold cryptosystem. This model is optimal for
the communications between voters and authorities. Such a technology, combined with
zero-knowledge proofs, provides a universally verifiable voting scheme. Zero-knowledge
proofs are indeed central tools to provide universal verifiability still keeping confiden-
tiality of votes.

Blind signatures Blind signature schemes have been proposed by Chaum in 1981 to provide
anonymity, essentially for electronic cash. A blind signature scheme allows a user to get
a chosen message signed by a server in such a way that the server does not know the
message and the signature either (no information about any of them).



14 STORK – Strategic Roadmap for Crypto

With such a primitive, together with an anonymous channel, it is possible to describe
an anonymous voting scheme: the voter interacts with the server to get his vote signed
by the server (the server authorizes only one interaction with each voter). Then, he
can send anonymously (via the anonymous channel) his vote with the server’s signature
which guarantees the validity of the vote. Such a signed vote is published on a bulletin-
board: anybody can thereafter compute the tally.

The main problem with voting schemes based on blind signatures is that it is not
universally verifiable, but individually only: anybody can check that his own vote is
on the bulletin-board, but cannot be sure that others’ votes have not been modified by
the authority (who can sign any vote!). On the other hand, depending on the blind
signature scheme, unconditional anonymity is possible. Blind signatures are interesting
tools in cryptography, with many other applications, whenever anonymity is required.

Mix-networks A mix-net is a primitive that receives a list of ciphertexts and outputs all the
corresponding plaintexts, but without leaking any information about which plaintext
corresponds to which ciphertext. However, it further provides the guarantee that all
the ciphertexts have been decrypted, using zero-knowledge proofs.

Such a primitive allows one to use any encryption scheme (without homomorphic prop-
erties): the voters encrypt and sign their votes; the mix-networks decrypt all the votes,
and additionally provide a proof that the decryptions are all correct. Thereafter, any-
body can compute the tally.

Such a technology also provides a universally verifiable voting scheme, but mix-networks
are not efficient. Furthermore, many weaknesses have been discovered on schemes based
on mix-nets.

Cryptographic counters Cryptographic counters are encrypted counters such that any
voter can increase or decrease. Other participants have no information about the mod-
ifications introduced.

Eventually, an authority can decrypt the counters to get the final tally. Homomorphic
encryption schemes are particular cases of cryptographic counters.

New trends. To achieve universal verifiability, the communication model in use is a public
broadcast channel with memory, which can be implemented with a bulletin-board: all com-
munication with the bulletin board are public and can be universally monitored. No party
can erase any information but each voter can enter his part of the board.

Election schemes require the following properties:

• Eligibility: Only the authorized participants can vote.

• Privacy: The privacy of users ensures that a vote will be kept secret from any t-coalition
of authorities.

• Universal verifiability: This ensures that any party including observers can convince
himself that the election is fair and that the published tally has been correctly computed
from the ballots that were correctly cast. A weaker notion is individual verifiability,
where any voter can check that his own vote has been considered in the tally.
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• Robustness: The robustness of the scheme ensures that the system can tolerate some
faulty authorities who try to cheat during the computation of the tally.

• Anonymity: The votes cast by voters should be hidden.

• Receipt-Freeness: The receipt-freeness property ensures that a voter must not be able
to construct a receipt proving the content of his vote. A weaker notion is incoercibility,
where nobody can enforce someone to cast a specific vote (if he does not want, the voter
can vote in such a way that no receipt is available).

• Fairness: No partial result will never be known before the final tally can be computed.

Any faulty voter or authority should be detectable.

Another kind of attack is possible in electronic systems, the so-called ”Rushing Attack”:
At the closure time of the voting system, the local authorities reveal their local tally. The
system can be protected to withstand a rushing attack of users who try to falsify the tally if
they wait the result of the local authority to vote.

For a few years, several voting schemes have been proposed, with security analyses proving
strong security properties, even receipt-freeness under some physical assumptions: the privacy,
or anonymity, of the votes is guaranteed with proof of unforgeability, however, the final tally
is universally verifiable. Furthermore, nobody can produce a receipt that would help him to
convince someone of the contents of his vote (in case he would like to sell it).

Unfortunately, all the security proofs only provide security arguments, and not uncon-
ditional proofs. They further require additional physical assumptions which may not be
realistic. First, they often rely on idealized assumptions, as required for proving the secu-
rity of public-key encryption schemes, signature schemes and non-interactive zero-knowledge
proofs of knowledge or membership, which are some building blocks of voting schemes. Sec-
ond, private or anonymous channels are often required, with blind signature, or to achieve
receipt-freeness. This does not seem that much realistic in practice.

Therefore, the main goals of future work is to manage to use primitives (encryption,
signatures, ...) that can be proved in the standard model, without any idealized assumption.
Furthermore, the efficiency of the reduction has to be made as good as possible, and the
assumptions have to be realistic.

The past 15 years have seen the emergence of various security notions (anonymity, inco-
ercibility, receipt-freeness, etc.). In the long term, one would like to know if such notions are
the right ones, or if one must achieve stronger security notions, and if methods to achieve
such security notions will evolve.

Indeed, four main methods have been proposed so far, but none is fully acceptable (both
from the security and efficiency points of view). Therefore, one also needs alternative methods,
and maybe new computational assumptions.
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2.3.4 Digital Rights Management

Definition. In this section a definition of Digital Rights Management (DRM) is given and
its goals are described. For more detailed information about DRM, the reader is referred
to [1].

Whenever content (i.e. information) has been created, the owner of this content has
specific rights associated with it. These rights are usually divided into three types:

Legal: the rights the owners have under law, e.g. copyright or rights obtained by patents.

Transactional: the rights that are obtained or lost by selling or buying them, e.g. by buying
CDs or when an artist sells his/her music to a record label/company.

Implicit: the rights that are derived from the information carrier and the format of the
information, e.g. copying a book without degrading its quality and distributing these
copies are expensive and time-consuming tasks.

Nowadays, more and more content becomes available in digital formats. With respect to
the management of rights associated to this content, the two main differences with traditional
formats like e.g. books are the following. Firstly, copies can be made without any degradation
in quality, i.e. these copies are as good as the original. Secondly, the widespread use of the
Internet enables a fast and cheap distribution of digital content; the use of digital information
carriers that are slower and more expensive to distribute, like e.g. CDs, DVDs or Floppy
Discs, can be avoided. Note that both these aspects are caused by changes of the implicit
rights of the information (see Type 3 in the list mentioned above). These changes imply
that adversaries can modify, copy and distribute digital information in ways that were not
possible or too expensive for traditional media formats. Consequently, providers of digital
content (like the movie and music industry) need technologies to protect the rights associated
with this content. Digital Rights Management (DRM) is a technology for controlling and
managing these rights.

The main goal of DRM is to make digital content only accessible to users who own the
rights for this. If content owners want to exploit the benefits of the Internet (cheap and
fast distribution, new business models), DRM is needed to avoid piracy by enforcing that
the digital content can only be accessed as specified by the owner. It protects the rights of
the content provider/owner, and avoids a potential loss of income caused by illegal copying,
modification and re-distribution by adversaries.
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State-of-the-art and new trends.

Tamper-resistant software/hardware. The security model for DRM systems differs from
more ’conventional’ security models used in other cryptographic systems, in the sense
that the end-users are not trusted in the DRM security model. In this model, the security
of a system strongly relies on its robust implementation at the client side. A well-known
technology that can be applied for achieving this is the use of tamper- resistant software
at the client side (e.g. based on so-called code or program obfuscation). At this moment
this technology is widely used, as many DRM solutions are based on existing hardware
like PCs and adding / integrating new (tamper-resistant) hardware is often considered
as being too expensive. However, recent theoretical work on the problem of program
obfuscation [2] shows that this is impossible under a certain notion of obfuscation.
Therefore it is expected that more future DRM solutions will be based on the use of
tamper-resistant hardware at the client side to store secret information (cryptographic
keys) that should not be accessible to the end-user and to perform certain computations
with this secret information.

Cryptographic primitives and protocols. The following cryptographic building blocks
are typically used in DRM systems. Identification of the user or his/her device to the
server is needed in order to give this user or device the specified rights associated with
the digital content. Examples of techniques used for this are cookies, digital certificates
and serial numbers of processors. Other well-known solutions are based on a User ID -
password combination, challenge-response identification and zero- knowledge protocols.
Public-key cryptosystems (PKCs) like e.g. RSA are a common tool used for digital cer-
tificates. PKCs are also used in DRM systems for digital signatures and the encryption
of short (i.e. symmetric) keys. DRM systems usually use symmetric encryption algo-
rithms (e.g. DES/AES) for copy protection, i.e. the decrypted content is only accessible
to the users who have the corresponding rights (or equivalently, own the corresponding
symmetric key). In addition to using the symmetric algorithms for access control, they
are also used for computing so-called Message Authentication Codes (MACs), which
protect the authenticity of the content. These cryptographic primitives and building
blocks are used in many applications including DRM, and are not specifically developed
for DRM systems.

Watermarking and fingerprinting. Watermarking and fingerprinting play an important
role in DRM, as the digital content will eventually be available to the (legitimate) user
in decrypted format, opening possibilities for adversaries to illegally copy, modify and
re-distribute such unencrypted content. Watermarks are used to embed information
(like e.g. information about the content owner) in the digital content. Watermarks
should be hard to remove or robust (e.g. compression or format conversion should not
remove the watermark), easy-to-detect, imperceptible and reliable. Fingerprints are
user-specific watermarks that are contained in the digital content and can be used to
trace back malicious users. Fingerprints should have the additional properties that they
are collusion resistant, frameproof and that malicious users are traceable. The collusion
resistance property made fingerprinting a topic in cryptology. An existing theory that
can be used for fingerprinting is based on codes with the so-called Identifiable Parent
Property (IPP). Several construction methods for these codes with IPP and theoretical
bounds on their parameters exist. However, so far the constructions are not too practical



18 STORK – Strategic Roadmap for Crypto

in the sense that the size of a fingerprint has to be long in order to obtain a sufficient
level of collusion resistance. A trend is ’asymmetric fingerprinting’, where the owner can
find information about the traitor comparable to a signature from the traitor of the fact
that he/she misbehaved. Another trend is the addition of anonymity [3], where buyers
can buy fingerprinted digital content without revealing their identity. However, as soon
as a buyer misbehaves by redistributing the content, his/her identity can be revealed.
Anonymity can play an important role in the public acceptance of DRM systems, as
buyers might not want to give up their privacy (only) for the purpose of generating a
fingerprint.

Key management issues. An important aspect of DRM systems is the key management
schemes they use. Many DRM applications can use existing techniques not especially
developed for that purpose. In addition, key management techniques that are more
specific for DRM have been developed, such as those used in broadcast encryption (BE)
schemes. Such schemes were introduced in the early nineties. An important issue in
BE schemes is key revocation, as ideally it should be possible to remove compromised
equipment from the system in an easy way and without affecting the security of the
other components of the system. In addition, key revocation is needed whenever a user
leaves the system. In BE systems it is usually desirable to be able to send encrypted
messages to an arbitrary set of recipients while remaining secure in the event that a
(predefined) number of users collude and share their secret information. Schemes that
can deal with coalitions of any size are called ’long-lived’ BE schemes [4]. The purpose
of such schemes is to continue the broadcast in a secure way to authorised users in the
case that some keys in the system have been compromised. Combinations of broadcast
schemes with traitor tracing schemes have also attracted some attention.
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3 Cryptographic protocols

3.1 Two party protocols

3.1.1 On-line authentication (identification)

Overview. Entity authentication is a process where a verifier can be convinced of the
identity of a prover. Entity authentication in the Information Society proceeds from the
hypothesis that both the prover holds some specific digital secret data and that prover and
verifier only communicate digital information. Three components and needed.

• The real-world identity of the prover needs to be able to generate some secret digital
data that the prover can use.

• The secret digital data of the prover needs to be linked to some digital data that the
verifier knows to correspond to the specific prover.

• These digital data are used to make an (interactive) proof that can convince the verifier
that the prover holds the secret.

The first component is sometimes realized with personal devices (smart cards or badges),
sometimes with biometrics, sometimes with a password. Depending on the context, it might
be important that the identity cannot be copied (which excludes password) or cannot be trans-
ferred (which excludes personal devices). The cryptographic requirement for this component
is that the entropy is the resulting digital secret is high.

The second component depends on key management and public key infrastructures (cf.
the relevant sections of this document).

The third component is the main cryptographic component and is usually named iden-
tification protocol. Currently two approaches can bring some security. Challenge-responses
protocols are MAC-based or digital signature-based and are widely used in practice. Zero-
knowledge protocols have provable security but may have some practical disadvantages [3].

Secret generation. There is a renewed interest in entity authentication and key establish-
ment schemes based on passwords: these are schemes where the prover can memorize a secret
that has limited but sufficient entropy and that is easy to remember. Other trends are the
extension of schemes based on passphrases [5], visual passwords, . . .

Biometrics are intensively studied, but most of this topic is not a cryptographic issue.
However, there has been some recent work [4, 6] on deriving a secret from a biometric (such
as a fingerprint) combined with an error-correcting code.

Identification protocols. The security model for challenge-response protocols and the way
they are built from some components (MAC or digital signatures) is an active research area.

The current trend for identification protocols is to consider new attack models (e.g., con-
current attacks, reset attacks [1]) where some security proofs can be provided. It turns out
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that secure identification does not need zero-knowledge, and that some protocols which are
not zero-knowledge are more robust w.r.t. new attack models [2].

Off-line/on-line variants and server-aided variants are studied to improve the practical
performance of zero-knowledge protocols and increase their use.
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3.1.2 Off-line authentication (of a document)

Like for on-line authentication, there are two main techniques used to authenticate a docu-
ment. The technique from symmetric cryptography is message authentication code (MACs)
(see Section 4.1.6) where the two parties share a common secret. The technique from asym-
metric cryptography is digital signature (see Section 4.2.2) where the signer uses his private
key and the verifier uses the corresponding public key.

3.1.3 Secure communication channel

One of the oldest problem in cryptography is the establishment of a secure communication
channel. The establishment of a secure communication channel is usually split in two phases.
First, the two parties agree on an encryption/decryption technique. Then, one party sends
encrypted data that the other one only can decrypt.

The two parties usually agree publicly on a fast symmetric encryption/decryption tech-
nique and then agree on a secret key. This secret key can be transmitted by another secure
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channel, or by an asymmetric encryption scheme (see Section 4.2.1). Ad hoc key agree-
ment techniques also exist, like the famous Diffie-Hellman scheme, and an ongoing research
direction is the generalisation of two-party key agreement protocols to multiparty protocols.

For efficient encryption of data, two categories of cryptographic primitives are used:
stream ciphers (see Section 4.1.2), which generate a random-looking bitstream that blinds
the message with a XOR; and block ciphers (see Section 4.1.1) which are keyed substitutions
of data blocks.

To protect against the man-in-the-middle attack, all protocols that setup a secure commu-
nication channel should have some authentication. There is ongoing research on techniques
that achieve authenticated encryption faster than authentication plus encryption.

3.2 Multiparty protocols

3.2.1 Multiparty computation

In multiparty computation several users compute together some information. This could be a
common session key or a joint secret of which the parties hold shares. One example hereof are
threshold schemes where a certain number of shares is sufficient to compute the joint secret
or unsecure networks that are used to compute involving private information. In the past
years several scenarios have been studied solving e.g. linear algebra problems or to compute
approximations.

However, none of the currently available multiparty computation methods is efficient.
The existing techniques can serve as a proof-of-concept for the approach but are prohibitively
expensive to be of any practical use. For example, since the approach is generic, all compu-
tations have to be formulated in terms of an unclocked digital circuit which is then jointly
evaluated. And the amount of interaction among the parties is typically directly proportional
to the depth of the circuit. Another limiting feature is that today’s techniques rely on syn-
chronized networks that provide the abstraction of a broadcast channel, which is not suitable
for wide-area networks such as the Internet.

Recent work has shown how to make multiparty computation more practical in two di-
rections: (1) minimizing the amount of interaction and (2) reducing the assumptions on the
network.

1. So-called “optimistic protocols” run very fast, and with a minimal amount of interac-
tion, when no faults occur. Recent examples of this approach include the multiparty
computation protocol of Hirt, Maurer, Przydatek (Asiacrypt 2000) and the optimistic
fair twoparty computation by Cachin and Camenisch (Crypto 2000).

2. The assumption of a synchronous network can be justified by clock synchronization
protocols and that of a broadcast channel by a suitable Byzantine agreement protocol.
However, a synchronous model involves making time-out assumptions, which is a del-
icate issue, because if wrong assumptions are made, the performance of the system is
severely degraded. For example, if aggressively small time-outs are used and the net-
work happens to slow down for some reason, then many parties will no longer be able to
reach each other and declare that their peers to have exhibited a failure. One solution
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to this problem is to avoid timing assumptions, which can be invalidated, and to use
an asynchronous system model. Recent work has shown how practical agreement and
broadcast protocols can be constructed in the asynchronous model (Cachin, Kursawe,
Petzold, Shoup; Crypto 2001); they open a way to efficient multiparty computation
protocols that are suitable for wide-area networks.
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3.2.2 Formal Models of Security and Composability of Protocols

Composability of cryptographic protocols has been studied in the context of self composability,
i. e., many executions of the same protocol run concurrently. Already in this setting protocols
which can be proven secure for a single execution can become insecure, e. g. Zero knowledge
proofs [2] or Byzantine agreement [3].

As a new trend, models of security were proposed which guarantee a universal composabil-
ity [1, 4]. The new models build on the established definition of security by simulateability,
where a real protocol with a real adversary is compared to an ideal functionality where a
simulator with very limited capabilities has to mimic the effect of a real attack. Whenever
the real protocol and the ideal functionality are indistinguishable one says that the protocol
in question realizes the ideal functionality securely.

Beyond other approaches the new models introduce an additional interactive machine, the
environment machine. This machine plays the role of a distinguisher between a real protocol
and an ideal functionality. The environment machine may choose all inputs, read all outputs,
advise the adversary, and give additional information to participants of the protocol at any
time.

For protocols securely realizing an ideal functionality in this sense, a composition theorem
holds. In a secure application which employs an ideal functionality, this functionality may
be replaced by a secure realization without violating the overall security of the application.
Important cryptographic primitives like public key encryption, key exchange or signatures
can be realized in a universally composable manner.
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3.2.3 Key management and key establishment

There is an ISO standard [2] on key management, which contains an extensive list of protocols.
There is also an ongoing NIST project. This could be taken as a sign that this is a mature area
with ongoing research but with some fixed basis. However, for a variety of reasons there exists
a significant gap between the mechanisms described in this standard, the detailed mechanisms
used in practice, and the mechanisms studied in the cryptographic protocol literature. There
is a very long tradition of research on key establishment protocols; the Handbook of Applied
Cryptography contains an overview and one of the first taxonomies of the area [4].

Extensive work has been performed on the application of formal methods and logics to
cryptographic protocols (cf. special issue of Journal of Cryptology on this topic [3]). While this
work is very interesting, and has brought to light the many complex facets of protocol design,
one criticism one may have is that the properties of cryptographic primitives assumed in this
approach (e.g., ‘encryption’ is always authenticated encryption) has been quite different from
properties achieved by ‘real’ cryptographic primitives. Moreover, these techniques cannot
deal with the more involved algebraic properties of many public-key establishment protocols.

Among the best known work in the cryptographic community is this area is that of Bel-
lare and Rogaway [1] who present a complexity-theoretic communications model and formal
definitions for secure symmetric-key 2 and 3-party mutual authentication and authenticated
key establishment. In this model they offer provably secure solutions based on the existence
of pseudo-random functions or pseudo-random permutations.

Key escrow and key recovery has been a very active area of research in the mid 1990ies.
Besides the mathematical or technical problems to find secure protocols allowing these prop-
erties, the question whether a country should or should not impose such restrictions on the
privacy of its inhabitants is a political and sociological one.
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3.2.4 Public Key Infrastructures

While open Public Key Infrastructures (PKIs) [1, 4] with certificates have not become as
ubiquitous and widespread as envisaged, they still form the cornerstone for deployment of
security services. It is clear that there will not be a single super-PKI, but a large network of
PKI-islands with complex trust relationships; in spite of the alternatives proposed, it seems
likely that the organizations that have been responsible for issuing identities in the physical
world will probably gradually take on the same role in the on-line world.

The main research topics in the PKI world are

• trust models: hierarchical model, browswer model, hub-and-spoke model, enterprise
model, web of trust (PGP);

• path discovery: how to (automatically) establish a trust relationship in a complex graph;

• alternative models such as SPKI and SDSI [7] which are slowly finding their way to
applications; and

• efficient and scalable revocation [5].

In the real world trust centers appeared but only a few survived. Moreover, it seems that
people are still not aware of the impact of cryptology on daily life or accept keys without
or with outdated certificates. The end users should be sensitized to check the validity of
certificates of pages for home banking etc. Even though there are standards dealing with
certification and automatic validation, in practice this still poses a problem as trust center
still differ too much. We still seem to be far away from certificates for keys of private user as
trust center are expensive and at the moment no-one is willing to spend money on encryption
of say emails.

Many alternative solutions have been proposed to distribute public keys, such as identity
based (ID-based) public key systems [6], self-certified public keys and implicitly certified-keys.
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There has been recently a surge of interest in ID-based cryptology, as Boneh and Franklin
[2] proposed a practical scheme based on non-degenerate bilinear maps between groups. In
the last year, many papers on improvements and generalizations have appeared. This solves
the problem that a user might wish to send ciphertexts to recipients that do not yet posses a
private key. Furthermore, as the user chooses the public key of the recipient no certificates for
this key are needed. However, the protocol relies heavily on a trusted third party, which has to
provide the legitimate recipient with his private key; this is inherent to ID-based cryptology.
Certainly this allows key escrow which may or may not be desired. Moreover, in practice
one will have multiple trusted parties, each with their own domain parameters; the problem
of securely identifying someone’s public key has now been moved to the problem of securely
identifying the domain to which this person belongs (e.g., yahoo, msn, wanadoo,. . . ) and to
identify the correct public parameters of this domain.
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3.2.5 Privacy and anonymity

With computers becoming increasingly networked and transactions being more and more
carried out electronically, the amount of data stored and processed becomes a threatens to
the privacy of individuals. While storing and processing data is unavoidable to conduct
transactions, the amount can be reduced and thereby the threat lessened. Cryptography
provides many technical means for this while at the same time increases the security. This
thread has recently become widely acknowledged by now, and area of privacy enhancing
cryptographic protocols has obtain increasing attention in the recent years.
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As a result many of the known primitives have been revisited and more efficient instan-
tiation of them proposed and a number of new primitives Also, while for other areas it was
standard for quite some time to provide formal models and then prove the actually scheme
secure w.r.t. to them, this caught on only recently in this area. Consequently, many of the
known schemes were found to be flawed and better schemes were proposed. Examples are
confirmer signatures scheme and anonymous payment systems. While for some of these prim-
itives the right security definitions have been found, for others still more definitional work is
required.

An important privacy-enhancing primitive are blind signature schemes. They are a pro-
tocol that allow users to obtain a signature from the signer without the signer learning the
message that is signed. Even if the signer sees the message and the signature later on, she
cannot link them to the protocol instance in which they were produced. Blind signature are
used for instance to build anonymous payment and voting systems. In this area a number
of new provably secure schemes were proposed that improve on the message complexity as
well as on the number of signatures that can be issued. On the downside, all the practical
schemes are proven secure in the random oracle model, which has attracted some critique on
its validity.

Another ingredient that allows one to minimizing the data users need to provide to conduct
secure transaction are anonymous credential systems. Using such a system, a user can provide
certified attributes to her communication partners. An application of this is for instance an
anonymous subscription to a service there the user can prove using an anonymous credential
that she is eligible to the service without revealing her identity. In this area the first practical
scheme were proposed only recently and further advances can be expected in the future.

Related to anonymous credential systems are group signatures and identity escrow
schemes. They allow users to prove that they belong to some group that is managed by
an authority. However, here anonymity is conditional, i.e., the central authority is able to
revoke the reveal the identity of the user if necessary. An example of where such scheme are
useful is anonymous access control: the user can prove that she is part of a group who is
allowed to access are resource or to enter a building. When later it turns out that this access
was related to some illegal activity, then the authority can nevertheless identify the culprit.
A recent cousin of group signature are ring signatures. Here, a user can prove that she a
members of set users that she specifies. In ring signatures the potential members of the group
are known, where as this need not be the case for group signatures.

However, any of these cryptographic primitives does not achieve its goal if the underlying
communication network is not anonymous. This is for instance the case for the Internet. A
primitive that comes to the rescue are mix-net works. They consists of a number of servers that
reroute (mix) network traffic and thereby anonymize it. While the concept of mix networks
is known for a while, many proposed protocols have been found flawed. Mix networks belong
also to the primitives where proposals are often only analyzed heuristically and no realistic
formal model exists. Recent trends in this area are ad-hoc and peer-to-peer networks and
measure for the amount of anonymity a certain (configuration of a) mix-network provides.

Finally, a recent trend in privacy enhancing technology is law enforcement. For some areas
such as anonymous electronic cash is has since long been recognized that anonymity can be
misused (von Solms and Naccache showed that anonymous e-cash is ideal to collect a ransom)
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and counter measures have been developed. For other areas, technology that support privacy
and law enforcement at the same time is still missing.
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3.2.6 Quantum Cryptographic Protocols

Quantum key exchange has been proven to be realizable in principle by several different
physical realizations. The security of quantum key exchange is still under investigation.
General proofs of security were given for models with idealized apparatus [5, 6], but concrete
realizations allow more attacks [2].

The possibility of an unconditionally secure key exchange has led to a search for quantum
protocols realizing other cryptographic primitives like bit commitment or oblivious transfer.
The results have mostly been negative, especially bit commitment and oblivious transfer
cannot be realized with unconditional security [4, 3]. But still quantum cryptography can
achieve tasks classical cryptography cannot. Deniable key exchange [1] is an example or
the possibility to obtain oblivious transfer from bit commitment [7], which allows to realize
cryptographic protocols relative to weaker assumptions than possible classically.

References

[1] Donald Beaver. On Deniability in Quantum Key Exchange. In Lars R. Knudsen, editor,
Advances in Cryptology - EUROCRYPT 2002, volume 2332 of Lecture Notes in Computer
Science, pages, 352–367, Amsterdam, The Netherlands, 2002. Springer.

[2] Gilles Brassard, Norbert Lütkenhaus, Tal Mor, and Barry C. Sanders. Security Aspects
of Practical Quantum Cryptography. In Bart Preneel, editor, Advances in Cryptology -
EUROCRYPT 2000, volume 1807 of Lecture Notes in Computer Science, pages 289–299,
Berlin, 2000. Springer.

[3] Hoi-Kwong Lo and H. F. Chau. Is quantum bit commitment really possible? Physical
Review Letters, 78:3410–3413, 1997.

[4] Dominic Mayers. Unconditionally secure bit commitment is impossible. Phys. Rev.
Letters, 78:3414–3417, 1997.



28 STORK – Strategic Roadmap for Crypto

[5] Dominic Mayers. Unconditional security in quantum cryptography. Available on the
Los Alamos preprint archive at http://xxx.lanl.gov as quant-ph/9802025, February
1998.

[6] Peter W. Shor and John Preskill. Simple Proof of Security of the BB84 Quantum Key
Distribution Protocol. Phys. Rev. Lett., 85:441–444, 2000.

[7] Andrew Yao. Security of quantum protocols against coherent measurements. In Proceed-
ings of the 27th Symposium on the Theory of Computing, pages 67–75. ACM, Las Vegas,
June 1995.

4 Cryptographic techniques

4.1 Symmetric cryptography

4.1.1 Pseudo-random permutations: block ciphers

Blockciphers represent together with streamciphers one of the two main classes of primitives
encountered in symmetric cryptology. A blockcipher can be described as a keyed pseudo-
random permutation of the {0, 1}n set of n − bit blocks, whereas a streamcipher can be
described as a keyed pseudo-random sequence over a finite alphabet (e.g. {0, 1}). The most
usual blocklengths n for existing blockciphers are 64 to 128 bits.

Blockciphers are typically slower than stream ciphers (20-40 cycles/byte) and require
more gates (5000-100,000). However, they form a very flexible building block, that can
be used in various modes of operation for confidentiality, message or entity authentication,
one-way functions, hash functions, etc. Blockciphers can even be efficiently converted to
a streamcipher, if used in an appropriate mode of operation (such as OFB), whereas the
converse is not true. Historically, blockciphers have been more prominent than streamciphers
in open standards (DES, Triple-DES, AES), which may explain their popularity. Blockciphers
are preferred wherever a flexible and standardized building block is needed. Therefore they
are used in many cryptographic applications such as home banking, e-mail, authentication,
key distribution and sometimes encryption in mobile telephony, in hard disk encryption, and
so on, whereas stream ciphers are preferred for selected applications with high performance
or low power requirements.

In the mid 1970ies, the blockcipher standard DES (Data Encryption Standard) was de-
signed in a secret way and published by the US NBS (National Bureau of Standards, now
NIST, National Institute for Standards and Technology), without explaining the underlying
design principles. DES has been the de facto world standard for encryption until the mid
1990ies: in the last years the short key length of DES (56 bits) had undermined its security
more and more. In critical applications DES was often replaced by Triple-DES (threefold
iteration of DES), which is however three times slower. In addition, certain applications
required a block length larger than 64 bits (both DES and Triple-DES operate on 64-bit
blocks). In 1997, NIST refused to extend DES for another 5-year period, and the need for
a new blockcipher standard was apparent. NIST announced a competition for selecting this
standard in an open and transparent procedure. Out of the 15 algorithms submitted to this
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competition by various academic and industrial laboratories, the winner, namely the Belgian
proposal Rijndael by Rijmen and Daemen, was selected in 2000. Rijndael is now adopted
as the AES (Advanced Encryption Standard). More than half of existing security products
currently use DES or variants of DES. Many products will shift to AES and a large part of the
confidentiality of mass market applications of the cryptology will be based on the security of
AES. Outside from DES, Triple-DES and AES, several other recently proposed blockciphers
are also used in numerous security products, for instance IDEA (an algorithm used in the
PGP file encryption software), RC5 (an algorithm used in many S/MIME protected email
products), MISTY1 and its variant KASUMI (which was adopted encryption and mes-
sage authentication algorithm for the UMTS third generation mobile system), and numerous
blockcipher proposals are currently being evaluated as part of the European project NESSIE.

Studies made during the 25 years of existence of DES have led to important theoretical
advances in the public knowledge on the design of blockciphers. The discovery of differential
and linear cryptanalysis techniques in the early 90’s represent (together with precompu-
tation techniques such as Hellman’s Time-memory trade-off) the most significant advances
in the analysis of DES and more generally of iterated blockciphers, so that the resistance to
these attacks has become one of the main criteria in the analysis of the strength of blockci-
phers. Some recently proposed designs, e.g. MISTY and KASUMI (which nested structure
exploits upper bounds of differential and linear transition probabilities established by Nyberg,
Knudsen, Aoki, Matsui et al.), or constructions based upon the so-called decorrelation theory
by Vaudenay, offer provable resistance against basic forms of differential and linear cryptanal-
ysis. However, such proofs only show that when the average is taken over all keys, attacks are
not feasible. When a blockcipher is being cryptanalysed, the opponent is trying to recover a
particular key, and these proofs provide no guaranteed upper bound on the actual maximum
transition probability obtained for each individual key. The blockcipher AES does not have
such a proof of resistance against differential and linear cryptanalysis. However, its internal
design is based on a certain strategy (the wide trail strategy) which provides some plausible
argument of security against such attacks.

Several cryptanalytic methods other (and often more specific) than differential and linear
cryptanalysis have been discovered over the past decade, for instance : higher order dif-
ferential attacks, truncated differential attacks, interpolation attacks, integral (saturation)
attacks,impossible differential, boomerang, and rectangle attacks which may in certain cases
to distinguish up to two times more rounds from a random permutation than usual differen-
tial techniques, chi-square, partitioning, and stochastic crytanalysis, and also attacks against
key schedules, e.g. sliding attacks, or related key attacks. Although formal proofs of secu-
rity against these various classes attacks have not been systematically developed for existing
blockciphers, their existence is generally taken into account by the designers of blockcipher
proposals, and an algorithm such as AES can be reasonably conjectured to resist these attacks
techniques (most of which are essentially statistical in nature).

On the other hand, the only assertion one has for now is that for the time being, there
exists no feasible shortcut attack on AES. Since AES is making use of several algebraic
structures, it cannot be entirely precluded that further use of advanced algebraic techniques
(Gröbner basis, probabilistic interpolation, quadratic approximations, genetic algorithms)
might establish weaknesses in AES.

Outside from the study of various categories of attacks mentioned above and of design
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methods to resist these attacks, the cryptologic research on blockciphers has been also strongly
influenced over the past years by the development of unconditional security proof techniques
allowing to partially validate one specific level of a blockcipher construction or alternatively
a mode of operation of a blockcipher, namely the security paradigm proposed by Luby and
Rackoff in 1988. In this security paradigm (which was later on developed by Patarin, Maurer,
Rogaway, Bellare, Vaudenay and other authors) one level of a cryptographic construction is
modelled as a pseudo random functions (or permutations) generator, and is compared with an
ideal (uniformly drawn) function or permutation generator with the same input and output
sizes. Pseudorandomness results allowing to partially validate blockcipher features such as
the so-called Feistel upper level structure of the DES construction, or to validate modes of
operation of blockcipher such as for instance the CBC MAC mode were established. We
believe that the use of such techniques will become more and more systematic to validate the
structure of blockciphers or their modes of operation.

The above outline of the current status of cryptologic research on blockciphers could give
the misleading impression that blockciphers design is now well ahead of blockciphers analysis,
and one might wonder about the future of research on blockciphers after the recent selection
of the Advanced Encryption Standard (AES). We believe however that the current research
status of blockciphers is much less stable than might seem at first glance, and that blockciphers
currently represent to many respects a less mature subfield of cryptography than public key
cryptography. Examples of limitations of the current knowledge are the following:

• The state-of-the-art in security proofs for blockciphers is far from what has been achieved
for their public-key counterparts. In particular, the security of existing blockciphers does
not rely in a provable way upon the computational difficulty of well identified and well
studied mathematical problems. Existing partial proofs of security for blockciphers are
restricted to proofs of strength against restricted classes of attacks, and validation of
some parts of their construction in the Luby and Rackoff paradigm. However, even the
latter proof techniques are not systematically applied, as shown by the example of AES,
which security is almost entirely empirical in nature.

• The only assertion one has for now concerning the security of AES is that for the time
being, there exists no feasible shortcut attack. Since AES and several other recently
proposed blockciphers make an extensive use of several algebraic structures (it has be-
come common to use exponentials in a finite fields as the single non-linear component
of a blockcipher), it cannot be precluded that further use of advanced algebraic tech-
niques (Gröbner basis, probabilistic interpolation, quadratic approximations, genetic
algorithms) might establish weaknesses in such ciphers. So new less statistical classes
of attacks and their consequences on these ciphers are to be urgently investigated.

• Despite of the considerable number of public blockciphers now available, the AES and
NESSIE competitions have revealed a considerable lack of diversity in the structure of
currently proposed blockciphers.

• By analogy with the public-key world, it is now customary to view a blockcipher only as
a building block to cryptographic functions (such as encryption or authentication). A
mode of operation defines the usage of blockciphers to achieve cryptographic functions.
The study of modes of operation and their partial validation in security models such as
Luby and Rackoff’s paradigm has not yet reached full maturity.
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4.1.2 Stream ciphers

Definition. By ”stream cipher”, we mean a symmetric algorithm producing a bit sequence
(the keystream) of variable length, each bit of which depends on the secret key and the bit’s
position in the keystream; encryption of a message is done simply by bitwise XOR of the
keystream to the plaintext. (More general definitions are possible, but the one given here is
used in all practical applications.) Ideally, a stream cipher should give all the benefits of a
long ”one time pad”, but with a short secret key.

This definition does not cover self-synchronising stream ciphers, which are treated in a
subsection.

It is well known that stream ciphers can be constructed from block ciphers (or indeed from
other cryptographic primitives), using modes such as Counter or Output Feedback Mode. In
this section, we discuss dedicated stream ciphers, intended to have some advantage over the
constructions from other primitives - usually that they can be faster, smaller, or both.

It is common to need to generate many different keystream sequences from the same secret
key (these are sometimes called different frames of keystream). Stream ciphers typically use
two inputs to generate keystream: a secret key, and an ”initialisation variable” that is not
generally secret. The initialisation variable changes from one frame to another, and it should
be impossible for an attacker to find any useful relationship between keystream in one frame
and keystream in another.
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State-of-the-art. A small number of block ciphers are used for many different applications;
DES and AES can be considered the old and new de facto standards. The same is not true
of stream ciphers; where a dedicated stream cipher is required, new ciphers have generally
been designed for each new application. Very often these have been in telecommunications
equipment such as mobile telephones or radios, implemented in hardware to minimise power
consumption; the radio interface encryption algorithms for GSM and GPRS are good ex-
amples. These have typically been subject to restricted usage undertakings, and often kept
secret, although this is starting to change.

One algorithm that is used in a number of computing standards is RC4. This is a propri-
etary algorithm, not well suited for hardware but very simple indeed to implement in software.
Although RC4 is not fundamentally broken, recent analysis has shown that some aspects of
the key loading and initialisation are rather weak - and in particular that some ways of reusing
RC4 over multiple frames, combining a common secret key with a varying frame counter, are
easily broken.

A small number of other dedicated software stream ciphers (SEAL, SCREAM, SNOW)
have been proposed. SEAL has been around for several years, but does not seem to be widely
used, despite offering some advantages over block cipher based solutions. SCREAM and
SNOW version 2 are very new.

One other stream cipher worthy of note is the shrinking (or self-shrinking) generator. This
is not particularly efficient, but it is interesting in that it is probably the simplest of all known
algorithms that still appear to be strongly resistant to cryptanalysis[2].

Cryptanalytic theory. Many stream ciphers intended for hardware implementation have
been based on linear feedback shift registers, which can give guaranteed global statistical
properties and long period. There are also several classes of internal state recovery attack
against such stream ciphers: these include divide and conquer attacks, other correlation-based
attacks, guess and determine attacks, and attacks based on multiple keystream sequences
produced from a single secret key. A completely generic attack is the time/memory tradeoff.

Even ciphers that do not seem vulnerable to these internal state recovery attacks may be
subject to a weaker attack: it may be possible to distinguish their keystream from a truly
random sequence of bits with smaller effort than an exhaustive key search. This can lead to
a genuine threat in some contexts, since it means that knowing some plaintext may allow the
attacker to make deductions about other previously unknown plaintext. (It may be essentially
irrelevant in other use contexts.) The significance of distinguishing attacks is the subject of
some debate.

All the stream ciphers submitted to the NESSIE project proved to be more vulnerable
than expected. And a distinguishing attack has been found against SEAL version 3 that
defeats the cipher’s design goals. There are really no dedicated stream ciphers that have yet
withstood extensive public scrutiny without revealing at least slight weaknesses. The time is
ripe for renewed research in this area.

Self-Synchronizing Stream Ciphers. In a (binary) synchronous stream cipher, a ci-
phertext sequence is produced from a plaintext sequence by bitwise XOR with the bits of a
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keystream sequence; each keystream bit is a function of the initialisation variables (including
a secret key) and the bit’s position in the sequence. In a self-synchronising stream cipher,
again a ciphertext sequence is produced from a plaintext sequence by bitwise XOR with the
bits of a keystream sequence; but this time each keystream bit is a function of the initialisa-
tion variables (including a secret key) and the previous M bits of ciphertext, for some integer
M.

A synchronous stream cipher is in a sense ideal for use in the presence of bit errors,
because a single bit of ciphertext received in error will lead to just one bit of plaintext in
error after decryption. However, if bit slippage (the loss or insertion of a bit) occurs, the
result is catastrophic: all subsequent recovered plaintext is garbage. A self-synchronising
stream cipher is for use precisely in situations where bit slippage is a possibility; the system
recovers and decrypts correctly after any M bits of ciphertext have been received correctly,
no matter what errors and slippages have gone before.

The only self-synchronising stream cipher that is in widespread use is the Cipher Feedback
(CFB) mode of a block cipher. Papers have been published outlining more efficient design
approaches [1, 2, 3], but no such concrete design has ever attracted significant public attention.
It is unclear whether this is due to a lack of research interest in producing such ciphers or a
lack of customer interest in using them.
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4.1.3 Pseudo-random number generation

Definition. A pseudorandom binary sequence is generated by an algorithm, with an input
seed of bits that may be truly (although not necessarily uniformly) random. Since such
algorithms are deterministic, the output of such an algorithmic process can never produce
more random bits than were given as the input. For the purposes of this section we define a
pseudorandom number generator (PRNG) to be a binary sequence generator whose output
is not efficiently distinguishable from a truly random one using the means we have at hand.
This is what would be required, say, for the generation of cryptographic keys.

The standard model for a pseudorandom number generator (PRNG) is as follows:

• Set x0 = seed.

• Iterate xi = f(xi−1) for i = 1, 2, . . . , n.
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• The output sequence is b(x1), b(x2), . . . , b(xn). b(xi) may be a single bit, or a number
of bits, or an integer in a given range, or whatever.

The PRNG is defined by the state space {xi}, the state transition function f , and the output
function b.

If the input is a fixed length binary string, then the security requirements on a PRNG are
essentially the same as the strongest requirement we might place on a stream cipher. So many
applications for PRNGs are adequately addressed by stream ciphers (including constructions
of stream ciphers from other cryptographic primitives, such as a block cipher run in counter
mode). However, the requirements may be somewhat different:

• We may have lower expectations of the speed of a PRNG, but require stronger guaran-
tees of security;

• We might have an ongoing slow stream of genuinely random input, rather than just a
one-off input for initialisation. In this case the paradigm above would change; we have
not just a single value ”seed”, but also successive values seed(1), seed(2), . that are
additional inputs to the state transition function f . This model can be useful in cases
where the amount of true randomness available at any instant is limited, but where the
PRNG will be sampled at many instants - for instance, ”date and time” may provide
only limited entropy when sampled once, but the pooled entropy of the date and time
of 20 successive samplings may be enough to resist a seed search attack[3].

In this section we concentrate on such specific requirements for PRNGs; we do not replicate
arguments covered in sections on stream ciphers or other cryptographic primitives.

Theoretically-secure PRNGs. A sound theory of pseudorandomness emerged in the sem-
inal works of Blum and Micali [1], and Yao [6] in the early 80’s. In a theoretical sense the area
was closed when it was shown in [4] that necessary and sufficient conditions for the existence
of a pseudorandom generator is the existence of another fundamental primitive: the one-way
function. This is a function easy to compute, but hard to invert.We do not know if such
functions exist, but many strong candidates exist, such as cryptographic hash functions, or
perhaps a good block cipher (the latter viewed as a function mapping keys to ciphertexts,
keeping the plaintext fixed). It can also be noted that if one relaxes the requirement that the
PRNG be efficiently computable, then secure (but completely impractical) PRNGs do exist
that passes all polynomial-time tests.

Although the result mentioned [4] above gives an explicit construction of a pseudorandom
generator from a one-way function, it is far too complex to have any practical implication.
Key sizes of thousands (if not millions) of bits are needed to get any security out of the
generator. This is due to the fact that one-wayness is in itself not a very strong property.
In fact, a function may be hard to invert but still have some very undesirable properties.
For instance, even if a function f is one-way, almost all of x may be easily deduced from
f(x). Secondly, generating a pseudorandom keystream will typically require iteration of some
function and even if some f is one-way, it may lose its one-wayness if iterated. Thus, basing
pseudorandomness on one-wayness alone is a delicate matter, appearing to require elaborate
constructions.
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However, if one assumes more than just one-wayness, e.g. that the function f is also a
permutation, then the situation becomes much more favourable and much simpler construc-
tions can be found. In fact, from the work of Blum and Micali [1] mentioned above, and later
work by Goldreich and Levin [3], a general construction that is ”almost practical” can be
obtained. Basically, Blum and Micali [1] focus on the two undesirable properties mentioned
above: information ”leakage” of x through f(x) and loss of one- wayness when iterated. They
show that if f is a permutation and has at least a single bit of information, b(x), that does not
leak via f(x), then a pseudorandom generator can be built. Goldreich and Levin [3] showed
that that every one-way function, in particular ones being permutations, have such a hard
bit b(x).

We thus have constructions for pseudorandom number generation that are provably secure
under certain reasonable number theoretic assumptions. Examples for this are given by the
Blum-Blum-Shub or the Blum-Micali generator. While Blum-Blum-Shub is based on itera-
tive squaring modulo a product of two large primes, Blum-Micali is based on exponentiation
modulo a single large prime number p. Their pseudorandomness is related to the problem of
factoring a product of two large primes, and computing discrete logarithms modulo p, respec-
tively. The Blum-Micali pseudorandom number generator can be proven to produce perfectly
random bits to an observer that is limited to a probabilistic polynomial-time observation
algorithm, assuming that the discrete logarithm problem can not be solved in probabilistic
polynomial time. We can also note that the exact distributions of these generators have been
studied, and are known to be statistically close to uniform in an absolute sense.

There are also constructions based on assumptions about symmetric primitives. For in-
stance, if a block cipher is assumed to be a pseudorandom permutation, then running it in
counter mode gives a provably strong PRNG [2]. However, the assumption that a block cipher
is a pseudorandom permutation is quite a strong one. A weaker assumption, on a par with
that made in the Blum-Micali construction, is that we have a one- way permutation - that
is, a block cipher that is hard to invert. The BMGL construction [5] gives strong security
bounds based on the related assumption that the underlying block cipher, when iterated, is
hard to invert. We also note that the security analyses done in the above mentioned works do
not take memory consumption into consideration, and therefore do not exclude time-memory
trade-off attacks.
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4.1.4 Pseudo-random functions

A family of pseudo random functions (PRF) map, under the influence of a key, n bits to m
bits (usually m ≤ n, as the other case can be thought of as a pseudo random generator) in
such a way that the output is computationally indistinguishable from random m-bit strings.
Note that when m = n and the family consist of one-to-one mappings, we have an n-bit block
cipher.

Some applications of PRFs: challenge response protocols (e.g. shared secret user identifi-
cation), random strings with random-access property (in contrast to typical pseudo-random
generator, the kth m-bit segment can be generated in time independent of k) e.g. for packet-
data encryption, for cryptographic hashing and message authentication, etc.

Formal definitions of pseudo random functions were first given in [2]. In addition it was
shown that PRF families exist if pseudo random generators do. In [3], it was shown by a 3-
round Feistel-type construction that pseudo random functions imply the existence of pseudo
random permutations. Both these results can be considered complexity theoretic, and in
fact, very few explicit constructions exist. One example is, however, the number-theoretic
construction of [4].

There are also some result on how to turn PRFs lacking certain properties into more
useful ones. One result along these lines is the well-known HMAC construction, based on [1].
The results there shows how to turn an already existing PRF family with fixed input length
into family allowing variable input length.
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4.1.5 Cryptographic hash functions

Cryptographic hash functions play a fundamental role in modern cryptography. Hash func-
tions map arbitrary length messages into short fixed length digests which after that can be
used by other cryptographic primitives. For a good cryptographic hash function this digest
is a ”unique” representative of the original message in the sense that it is hard to forge dif-
ferent messages having the same digest or even having similar-looking digests. In contrast to
other cryptographic primitives computation of a hash function does not depend on any secret
information.

Hash functions provide cryptographically strong data integrity which is crucial in many
applications, for example in digital signature schemes. This cryptographic hash functions a
very important element in many cryptographic protocols. For example, instead of digitally
signing lengthy messages it is enough to sign fixed length digest of a message. One of the
main applications for hash functions is in compressing long messages into short fixed-length
message digests which can be then signed by digital signature schemes.

Analysis of cryptographic hash functions is still a young area with many open problems.
Similar to block-ciphers the natural division of problems is between design of custom com-
pression functions which compress fixed length messages into fixed length outputs, adoption
of existing block-cipher primitives in a hashing-mode, and between design of secure hashing
schemes around secure compression functions primitives. There has been much progress in the
design of provably secure hashing schemes in the last years. It seems however that we still lack
a basic methodology for constructing sound custom compression functions. The last decade of
research concentrated on construction of MD4-like functions (MD5, SHA, RIPEMD) and was
characterized by a sequence of design-attack-redesign efforts, which lead to design of several
efficient primitives with no obvious attacks found. As a future goal it is desirable to have
more provable security properties for the designed primitives while retaining similar efficiency
level. Another class of hash functions are those constructed from the block ciphers. These
would benefit from progress which is made in the block cipher area. However it is still an
open problem, what requirements for blockciphers are sufficient in order to produce a secure
hash function. The opposite question is also of interest.
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4.1.6 Message Authentication Codes

A special class of cryptographic hash functions which include user specified secret key into
the hashing process are called Message Authentication Codes (MACs). Digests provided by
MACs depend in an intricate way on both the original message and on the user specified key.
It should be impossible to forge MACs without the knowledge of the secret key. The MACs,
in addition to integrity applications, are used for data authentication and identification in
symmetric key-schemes.

In the last years MACs have enjoyed much progress in generic provably secure MAC
schemes resulting from appropriate modes of operation of hash functions, universal hash
functions, or blockciphers (HMAC, UMAC, RMAC, etc. ), but some research and standard-
isation is still needed in this area. Last of all, very few dedicated MAC designs have been
proposed so far.
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4.2 Asymmetric cryptography

4.2.1 Public key encryption

Provable security. At first glance, with the advent of standardization (RSA PKCS, ISO,
IEEE P1363, CRYPTREC, NESSIE), one may think that the public-key encryption problem
is solved: we now know several ”secure” and efficient public-key encryption schemes. But the
situation may be misleading: it is not clear at all that this is the end of the road, because
everything depends on what is meant by ”security”.

The definition of security depends on two things: the goal of the adversary and the means
of the adversary. Today, there is a consensus [2] that the goal of the adversary should be
at least ”distinguishability” (the adversary selects two different plaintexts; the challenger
randomly encrypts one of the plaintexts; the adversary must guess which of the plaintexts
has been encrypted), while the means of the adversary should be at most an adaptative
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chosen-ciphertext attack (the adversary has access to a decryption oracle). However, this
consensus may be subject to change.

Another issue lies in the realization of such a security notion. Today, a ”relative” approach
is used, by translating a security property into a computational assumption on the hardness
of a well-defined and well-known computational problem such as factorization, the e-th root
problem, discrete logarithm, etc. If the computational assumption holds, then the scheme
satisfies the security notion. The main advantage of this approach is that we can clearly
identify the security assumption of the scheme, while the main drawback is that we do not
obtain any absolute proof of security: we merely have replaced a complex assumption in a
complex world by a simpler assumption in a simpler world. The status of the computational
assumption is subject to changes, and it is often difficult to compare different assumptions (for
instance, comparing factorization with discrete logarithm). Besides, in most practical schemes
known including those recommended in current standards, the translation (in the security
analysis) from the ”complex” world of schemes to the ”simpler” world of computational
problems is not meaningful (and sometimes, not even known to be correct) for the size of
parameters currently in use. To tackle this issue, an idealization of the modelization of hash
functions, the so-called random oracle model, has been popularized by Bellare and Rogaway
(notably in [3]). In such a model, the hash functions used in encryption schemes are viewed
as ideal random functions, which allows a simpler security analysis. However, the random
oracle model is only an idealization: it is known not to be completely sound from a theoretical
point of view, as there exist (theoretical) schemes which are provably secure in the random
oracle model and still insecure for any choice of the hash function.

Alternatives to RSA. The RSA cryptosystem is the most widely used public-key encryp-
tion scheme. But this does not mean that RSA is the only public-key encryption known, or
that we should not look for alternatives. In fact, finding alternatives to RSA has been a major
topic of research since the appearance of public-key encryption. Several reasons explain the
importance of this topic:

Security: It is good practice not to put all eggs in the same basket. In case factorization
(or the e-th root problem) turns out to be much easier than expected, which we un-
fortunately cannot predict, one would like to have a ready-to-use alternative solution.
Besides, we already know that factorization might become easy if quantum computers
come to life.

Key-size: The RSA keys are getting bigger and bigger: while in 1977, it was conjectured
that a 428-bit RSA modulus would provide adequate security, one is now able to factor
an RSA modulus of bit-length 528 [1], and the minimal recommended bit-length is now
at least 1024 (for long-term security, the recommended bit-length is much larger). Be-
cause the best factoring algorithm has subexponential complexity, doubling the security
requires much more than adding a single bit to the key, as in symmetric cryptography.
Interestingly, we now know other public-key encryption schemes with a significantly
smaller key-size.

Efficiency: The increase in key-length has another implication: it makes the RSA scheme
less and less efficient. Roughly speaking, in usual implementations of RSA, doubling the
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bit-length of the RSA modulus slows down encryption and decryption by a multiplicative
factor respectively of 4 and 8. Eventually, there might be a time when RSA keys become
so big that the RSA scheme will no longer be practical.

The current alternatives to RSA can be roughly divided in two parts, depending on the type
of strategy used:

• Shortening the key-size. This can be done by replacing the integer factorization problem
with a potentially much harder problem. A major example is the discrete logarithm
problem for algebraic varieties over finite fields: if the variety is well-chosen, no subex-
ponential algorithm is known, which has led to the development of the so-called elliptic
curve cryptography and its variants such as hyper elliptic curve cryptography, etc. In
those schemes, the private key can be as small as 160 bits, and the underlying mathemat-
ics are arguably more involved than in RSA. However, more “complex” mathematics do
not necessarily mean more security: for instance, it was shown that discrete logarithm
for high-genus curves was much easier than for elliptic curves, and discrete logarithm
for certain elliptic curves was not harder than discrete logarithm over finite fields. An-
other way of shortening the key-size is to provide a compact representation: this is the
case in the XTR [8] or the LUC cryptosystems. XTR and LUC are simply discrete
logarithm schemes in certain finite fields such that a compact representation of the ele-
ments is known. In those schemes, the key-length is a fraction of the RSA key-length:
LUC achieves an improvement factor of 2 while XTR achieves an improvement factor
of 3. It should be stressed that the best algorithm known to break such schemes is still
subexponential, which makes any asymptotical improvement rather limited: the keys for
XTR/LUC will grow much faster than for ECC keys. When the key-size of the scheme
is less than that of RSA, the efficiency of the scheme is usually better, even though
the basic operations may be more costly: in some sense, one is willing to trade many
modular multiplications by a much smaller number of more complicated operations (like
elliptic curve additions).

• Using more efficient operations than modular exponentiation. A popular strategy is
based on complexity theory, more precisely on the so-called NP-hard problems. NP-
hard problems are particular computational problems which are provably as hard as any
problem of a large and natural class of computational problems: if an NP-hard problem
can be solved efficiently (asymptotically speaking), then all the problems of the class can
also be solved efficiently, which is considered unlikely. Thus, it is believed that NP-hard
problems are hard, at least in the worst-case. It turns out that there are several NP-
hard problems which only involve basic arithmetic. Cryptography has tried to use such
problems to build cryptosystems, by transforming an easy instance into a potentially
hard instance. The oldest example is the Merkle-Hellman cryptosytem based on the
subset sum (also called knapsack) problem. Although the Merkle-Hellman scheme was
broken shortly after its introduction, many schemes have since tried to apply the same
principle, like:

– NTRUEncrypt [6] and other lattice-based cryptosytems, which are based are the
hardness of lattice problems. In NTRUEncrypt, the basic operation is a convolu-
tion product (polynomial multiplication modulo a certain polynomial). In other
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lattice-based cryptosystems, the basic operation is the reduction of a vector modulo
a lattice basis. Compared to other lattice-based cryptosystems, NTRUEncrypt is
more efficient because it uses particular lattices for which a compact representation
is known, which allows to significantly reduce the keysize.

– Coding-based schemes (McEliece/Niederreiter) where the basic operation is a mul-
tiplication by a binary matrix. The efficiency is similar to that of lattice-based
cryptosystems (other than NTRUEncrypt), in terms of encryption/decryption rate
and keysize.

– Schemes based on multivariate polynomial equations over a finite field. In such
schemes, which are variants of the Matsumoto-Imai cryptosytem, the plaintext is
viewed as a solution of a system of multivariate polynomial equations. Encryption
and decryption can be done faster than RSA, but the keysize is similar to that of
coding-based schemes: one needs to store the coefficients of the system of equations.

Generally speaking, all the previous schemes can encrypt and decrypt faster than RSA,
but they require a larger keysize. One may add to the previous schemes another family
based on non-commutative groups (which includes the braid groups), but at the moment,
there seems to be serious security concerns for that family.

Special encryption. It turns out that in several applications, it is useful to have an en-
cryption scheme with special properties, and not just a basic encryption scheme. One can
distinguish several interesting features:

Homomorphic encryption In such a scheme, encryption preserves a specific relation, in
the sense that given several ciphertexts, one may compute another ciphertext whose
plaintext is related to the plaintexts corresponding to the ciphertexts. For instance, in
the homomorphic Paillier scheme, given two ciphertexts of two plaintexts, one can easily
compute the ciphertext of the sum of the two plaintexts. Such schemes are useful in a
voting scheme. The Paillier cryptosystem [7] is the most efficient additive homomorphic
scheme known in terms of bandwidth.

Identity-based encryption Key management is one of the biggest issues in public key cryp-
tography. To guarantee the origin of public keys, one usually relies on certificates and
a public key infrastructure. In an identity-based scheme, the public key infrastructure
is much simpler: there is only a single authority. Any bitstring (such as the identity of
the user) may be a public key: to obtain the corresponding private key, one must ask
the authority to deliver the private key. The most efficient identity-based cryptosystem
known is the recent Boneh-Franklin cryptosystem [5].

Traitor tracing The concept of a traitor tracing scheme, introduced by Chor, Fiat and
Naor at Crypto ’94, aims to discourage subscribers from giving away their private keys.
One way to obtain a traitor tracing scheme is to build a special public key encryption
scheme in which there is one public encryption key, but many private decryption keys.
If some digital content is encrypted using the public key and distributed through a
broadcast channel, then each legitimate user can decrypt using its own private key.
However, if a coalition of users collude to create a new decryption key then the scheme
has the additional property that there is an efficient algorithm to trace the new key to
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its creators. The most efficient traitor tracing scheme known is a variant of the recent
Boneh-Franklin traitor tracing scheme [4].
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4.2.2 Digital signature

Provable security. As already mentioned in the public-key encryption part, the meaning
of security is debatable. The situation is definitely worse for signature.

The definition of security depends on two things: the goal of the adversary and the means
of the adversary, the information that is available to him. Everybody agrees that the main
goal of signature is non-repudiation: a user who signed a message should not be able to
later deny it. However, this notion is not precise enough for security analyses. The standard
model to capture such a security notion is the so-called resistance to existential forgeries,
where an adversary should not be able to produce an existential forgery, that is, a new valid
message-signature pair, whatever the message is (even a meaningless message).

When one further considers the means of the adversary, things get even more complicated.
The widely admitted scenario is the so-called adaptive chosen-message attacks, in which the
adversary has unlimited access to a signing oracle which provides valid signatures for any
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message adaptively chosen by the adversary. However, this gives rise to a rather ambiguous
security notion, as an existential forgery may be interpreted in either of the following ways:

• a valid message-signature pair, for a new message;

• a new valid message-signature pair (for a new message, or a new signature for an already
signed message).

The first one is in fact the definition of an existential forgery, while the second one is coined
as weak existential forgery, or malleability. It is therefore not clear which security notion is
the best one in practice: “no existential forgery” or “non-malleability”. Legal aspects have
to be considered too.

The other issue about security proofs is related to the computational assumption on which
relies the security of the signature. In other words, one needs to consider the hardness of a
well-defined and well-known computational problem. Whereas trapdoor one-way functions
(problems) are required for public-key encryption, one-way functions (problems) are sufficient
for signatures. Therefore, many more problems can be used for signatures, and thus many
more computational assumptions have been defined which make comparisons much more
difficult. Paradoxically, whereas more problems can be used to build signatures than for
encryption, there have been very few proposals for secure signatures. Very few efficient
security reductions exist, even in idealized models, such as:

• the random oracle model, in which hash functions are viewed as ideal random functions;

• the generic model, in which a group structure is considered generic, meaning that the
adversary has access to the internal group law through an oracle.

Alternatives to RSA. Like in encryption, RSA is the most widely used signature scheme.
But this is not an ideal and perfect scheme, and we should look for alternatives, for similar
reasons as for encryption:

Security: In case factorization (or the RSA problem) turns out to be much easier than
expected.

Key-size: The RSA keys are getting larger.

Efficiency: The increase in key-length makes efficiency worse.

In contrast with encryption, many problems have been introduced to build signature schemes.
Therefore, many alternatives to RSA exist, but very few are competitive from either the
key/signature-size, efficiency or security. We can divide them in three parts:

• Shortening the key or signature sizes. This can be done by replacing integer factoring
with the discrete logarithm problem, in finite fields or elliptic curves. In finite fields, the
discrete logarithm admits sub-exponential algorithm, but the keys (at least the signing
key) may be shorter. Furthermore, the signature can be reduced down to 240 bits (to
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be compared with 1024 bits with RSA). If one uses well-chosen elliptic curves, both the
signing and the verification keys can be as small as 160 bits.

Other groups, in which the discrete logarithm problem seems hard, have also been
proposed, with more or less compact representation of elements. This may also improve
the key size, but the size of the signature hardly becomes less than 240 bits.

• Using more efficient operations than modular exponentiation. As already explained
in the public-key encryption part, several NP-hard problems from complexity theory
have been used in cryptographic schemes, in order to achieve better efficiency. Modular
exponentiations (in RSA, or the discrete logarithm setting) are quite costly, while hard
problems, involving basic arithmetic only, do exist. But in order to obtain a really
efficient signature scheme, a trapdoor is often required: the security does not exactly
rely on the intractability of recovering the signing key, but the signing key can be seen
as a trapdoor which converts a hard instance (the public key) into an easy one. This is
the case in recent proposals:

– NTRUSign [1] and other lattice-based signatures, which are based on the hardness
of lattice problems. The signing key provides a good basis of the lattice, which can
be used to approximate closest vectors in the lattice. However, there are major
security concerns: It has recently been shown that in such schemes, each signa-
ture leaks information on the private key. Once enough signatures are published,
the lattice reduction problem can be reduced to a simpler lattice problem, whose
complexity has yet to be well-understood.

– Coding-based schemes (a recent variant [2] of McEliece/Niederreiter cryptosys-
tems), which are based on the hardness of decoding random linear codes. The
signing key converts the randomly looking code into a well-known Goppa code,
easy to decode.

– Schemes based on multivariate polynomial equations over a finite field. Such a
system of equations is difficult in general, but the signing key helps to convert it
into a system easy to solve.

As already remarked in the public-key encryption part, all these schemes are very effi-
cient, but they require a larger key-size. Furthermore, even if they are based on NP-hard
problems, their security is not equivalent to the underlying problem. Thus, the trapdoor
may weaken the problem.

• Using NP-hard problems, without any trapdoor. The NP-hardness of a problem does
not guarantee that a problem is really hard: it only gives strong evidence that there exist
hard instances which cannot be solved within polynomial time. When one introduces
a trapdoor when defining an instance, the chance to have a really hard instance gets
smaller. More than 15 years ago, techniques were developed to allow someone, who
knows a solution to a problem, to prove his knowledge without revealing anything else:
zero-knowledge proofs of knowledge. Such proofs can be used for signing: the public key
is a hard instance, while the signing key is a solution; a signature is a zero-knowledge
proof of the knowledge of the solution. However, zero-knowledge proofs are only possible
interactively, and signatures should depend on the message. The Fiat-Shamir paradigm
solves both problems at once: the verifier is replaced by a hash function on the message,
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and a few additional data. This paradigm converts any interactive zero-knowledge proof
of knowledge into a signature scheme, provably secure in the random oracle model. The
security level is exactly the intractability of the underlying NP-hard problem. PKP
(Permuted Kernel Problem) proposed by Shamir has been the first efficient interactive
zero-knowledge proof of knowledge using a NP-hard problem, which is indeed hard for
reasonable sizes. A few other proposals followed, but NP-hard problems which are
intractable for small parameters are not numerous. Anyway, these signature schemes
are not really realistic in practice: they show large signatures, and rather inefficient
algorithms for signing and verifying. But they would be the unique alternatives in case
problems from number theory and trapdoor NP-hard problems become easy (which
might come from quantum computing).

Special signatures. It turns out that in several applications, it is useful to have a signature
scheme with additional properties. One can distinguish several interesting features:

Proxy signature. Delegation of signature is an important feature (e.g. in GSI, the security
infrastructure of the Data Grid). With any signature, it is possible to achieve delegation,
using certificates. But this entails larger signatures, and verification gets slower. DL-
based proxy signatures have already been proposed to avoid these drawbacks.

Designated-verifier signature. The main goal of signature is non-repudiation. However,
one may want to convince someone that he is the sender, but in such a way that this
signature cannot be revealed to anybody else.

Undeniable signature. In the same vein as designated-verifier signatures, undeniable sig-
natures protect the signer against publication of the signature, because the signer has
to be present for confirming (or denying) a signature. However, the recipient is sure
that denial is impossible for a valid signature.

Blind signature. This is an essential tool for anonymity. Such a signature is the analogous
of homomorphic encryption. Indeed, it allows someone to apply a transformation on a
message (usually applying a group law) so that a signature on such a blinded message
helps him get a valid signature on the initial message. The signer eventually has no in-
formation about the message and the signature either. This is widely used for electronic
cash and electronic voting, where anonymity is a critical issue.

Ring/group signature. This is another ingredient to protect anonymity. Ring or group
signatures allow someone to sign in the name of a group without revealing more about
his identity. The difference between ring and group signatures is that, in the former
the group can be defined on the fly by the user when he wants to sign with perfect
anonymity, whereas in the latter, a group manager has the ability to revoke anonymity.

Short signature. In several applications, efficiency and key size may not be that much
important, but the size of the signature is. There is no theoretical objection against
signatures as short as 80 bits. Some proposals have already been put forward, but none
is really convincing.

Identity-based signature. As already noticed, key management is one of the biggest issues
in public key cryptography. To guarantee the origin of public keys, one usually relies
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on certificates and a public key infrastructure. In an identity-based scheme, the public
key infrastructure is much simpler: any bit-string (such as the identity of the user) may
be a public key. Identity-based signatures exist for a long time, but based on integer
factoring only.
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4.3 Implementation aspects and realization

4.3.1 Flexibility

For real-life applications one needs to implement cryptographic protocols in hard- or software.
In addition to the potential weaknesses in the actual algorithm or protocol which are con-
sidered above, the realization itself might lead to further attacks. Prime examples for those
can be found in the rapidly growing field of side channel attacks, including power and RF
radiation analysis attacks.

The other important area in which trends will be identified are efficient implementation
techniques. The predicted importance of embedded applications, often in constraint environ-
ments, adds special importance to this field.

Obviously, if one wants to use cryptographic techniques in any kind of application, the
cryptographic mechanisms must be implemented, i.e., realized, on some kind of physical
platform. An example is a digital signature algorithm realized on a smart card processor.
Roughly speaking, efficient implementation can be defined as ”fast algorithms in hardware
and software.” However, a much more detailed look is necessary in order to solve the problems
at hand.

Initially it is important to distinguish between the different implementation platforms
which are relevant for cryptographic applications. We distinguish between three types of
software and hardware platforms.

1. Software implementations using general purpose hardware

2. Implementations using dedicated hardware (ASIC, FPGA)

3. Embedded software implementations (such as smart cards)

A major issue when practical cryptographic implementations are considered is the fact that
the computations start leaking information, whereas the mathematical algorithm doesn’t take
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this problem into account. For example, side-channel analysis is a form of attack against secure
tokens by which secret data is extracted without damaging the device itself. By monitoring
the execution time, the power consumption or the electromagnetic radiation of an Integrated
Circuit, it is frequently possible to infer information about the processed data. We address
this topic in other sections of this document.
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4.3.2 Efficient hardware

There are (traditional) stand-alone hardware implementations of cryptographic algorithms
using different hardware environments such as application specific integrated circuits (ASICs)
or field programmable gate arrays (FPGAs).

ASIC implementations are characterized by increasingly high performance and
gate/functional density, relatively low per-unit costs, relatively high initial design costs (NRE
— non-recurring engineering costs) and design time. In addition, ASICs have the drawback
that functional changes in fielded devices are hard to perform.

There is also reconfigurable hardware which means in practice very often field pro-
grammable gate arrays, or FPGAs. FPGAs are pieces of hardware which can be programmed,
that is, the FPGA functionality is not fixed. Current commercial FPGAs allow designs with a
complexity equivalent to a few 100,000 gates, which is sufficient even for very complex crypto-
graphic applications such as 2048 bit RSA. Compared to ASICS, FPGAs have the advantage
of relatively low initial design costs and time. Another advantage is that designs can be al-
tered, both during prototyping and even in fielded applications, assuming the infrastructure
needed for reprogramming is provided in the application. The drawbacks are relatively high
costs per unit and higher power consumption compared to ASICs.
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4.3.3 Efficient software

First, there are software implementations on (traditional) computers, such as PCs/laptops
and workstations. Such implementations are characterized by relatively high processor per-
formance (e.g., memory-rich Intel processors clocked in the giga Hertz range), and software
development in a high-level language such as C++ or Java. The development environments
are often relatively mature and user friendly.

Many crypto schemes, most notably public-key schemes, are computationally very expen-
sive. Prime examples are schemes such as RSA, Diffie-Hellman key exchange, or the Digital
Signature Algorithm (DSA), all of which require currently arithmetic with 1024-2048 bit
operands. It is quite realistic that 3072-4096 bits will be needed in the not-so-distant future.
It is not hard to imagine that arithmetic involving operands with those bit lengths can be very
slow unless they are implemented with care. However, current PCs and workstations have -
due to Moore’s law - become sufficiently fast to execute even complex public-key algorithms
in a time that is fully sufficient, say, below 100msec, on the client side of a network connec-
tion. In contrast, for a server which has to communicate with many clients during a given
time interval, e.g., the server of an e-commerce site, computationally intensive cryptographic
operations are still a problem. With the expected increase in secure Internet communications,
for instance due to the increasing popularity of IPsec, servers with high cryptographic load
will become more commonplace. Also, since the data transmission rate has been growing
exponentially in the last decade or so (at an even higher growth rate than VLSI technology),
there is a need for extremely high-speed implementation for encryption functions taking place
at the network level. In either case, advances in the area of high-speed software and hardware
algorithms are needed in order to provide adequate security in the future.

4.3.4 Embedded software

There are embedded software implementations. Examples are security protocols running on
a PalmPilot PDA or a radio frequency ID tag which might be used as a smart luggage tag in
airports in the future. Such applications are usually based on constrained processors. Very
roughly speaking, the micro processors found here may range from those with 32 bit clocked
at 100MHz down to 8 bit models with a 5 MHz clock. In addition, also memory is constrained.
Those processors are often programmed in more machine-oriented languages, for instance as-
sembly or low-level C. It is not uncommon that proprietary languages and developments tools
must be used. The software written for embedded applications is sometimes referred to as
”firmware”. On the other hand, another important step of the development of an embed-
ded system is the design of cryptographic coprocessors which are used to accelerate typical
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integrated chip micro-controllers. A typical example of such embedded implementations are
those used for smart card technologies.

A smart card is a plastic card containing an embedded tamper-resistant integrated circuit
(IC). A smart card IC typically consists of an 8-bit (up to 32-bit) micro-controller equipped
with a few tens of kilobytes of Read- Only Memory (ROM) which contains the operating sys-
tem, a few tens of kilobytes of electrically erasable programmable read-only memory (EEP-
ROM) which holds secret keys and file access codes, and about one kilobyte of random-access
memory (RAM) in which cryptographic computations can be performed. Thus typical public
key computations such as modular exponentiation of 1024-bit numbers are rather inconceiv-
able on this kind of chip. Even secret key cryptographic computations sometimes become a
bottleneck for an application using a smart card.

The purpose of a smart card is to provide secure storage of sensitive data and applications.
Highly sensitive data is never communicated outside of the card; all operations are carried
out by the operating system inside the card. The operating system also handles security
and data access for each of the applications in the smart card. This way a smart card
is considered as a tamper-resistant device. As such, all sensitive computations involving
secret keys or sensitive data have to be performed without the keys ever being leaked to the
outside world. All cryptographic operations such as encryption, digital signature generation
or message authentication code computations have to be performed in a highly constrained
environment.

Smart-card techniques for public key cryptography or secret key cryptography have been
developed to overcome this technical difficulty. A whole range of new algorithms have been
designed to specifically be able to handle large integer computations using as few memory
bytes as possible. For instance, specific cryptographic coprocessors which provide modular
exponentiation over 1024-bit integers have been invented and embedded into the design of
smart card micro-controllers. Hardware accelerators also start to appear for secret key cryp-
tographic computations (DES accelerators or SHA-1 accelerators) as well as combined DES
and Elliptic Curve (over binary fields) coprocessors.

Latest smart card micro-controllers include public key coprocessors such as the MAP and
SuperMAP (Modular Arithmetic Processor) designed by Fortress and provided by ST and
NEC, the ACE (Advanced Cryptographic Engine) and Crypto2000 provided by Infineon or
the FameX and SmartXA families provided by Philips. Other smaller scale designs handling
512 bit moduli have appeared in the past, but nowadays 1024 bit and even larger moduli can
be handled without too much concern in high security applications.

These cryptographic coprocessors rely on specific algorithms enabling fast modular mul-
tiplication such as the well-known Montgomery Reduction or the Sedlak algorithm, Barret’s
Reduction Method or the Quisquater-Couvreur technique. All these methods decompose
large integer computations over smaller registers of t bits, t being a power of 2, in the fastest
possible ways using as few memory as possible. Several different tradeoffs are achieved. Re-
cently other computation techniques such as size-doubling for modular arithmetic have been
proposed to further speed-up public key cryptography in constrained environments. Other
methods such as point- halving or sliding window methods apply to specific public key cryp-
tosystems based on elliptic curves and also found an application for optimizing smart card
implementations.
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All smart card and chip manufacturers rely on these techniques today to propose their lat-
est public key technology enabled products. Users include application developers and smart
card issuers providing digital signature facilities and promoting the use of smart cards in
public key infrastructures. Examples of such public key enabled devices include the German
Geldkarte or the WAP Identity Module (WIM) for secure signature generation. On a very
large scale, cryptographic smart cards are used wherever security is essential for privacy or
financial purposes. Secure systems relying on secret key cryptography include the Global
System for mobile communications (GSM) relying on the SIM card (Subscriber Identification
Module), the Europay-Mastercard and Visa (EMV) system for financial transactions rely-
ing on a smart debit/credit card, national identity and healthcare programs using message
authentication techniques and encryption relying on a personal smart card.

4.4 Dedicated attack techniques

4.4.1 Side-channel attack of an implementation

Performing a Side-Channel analysis on a secure token requires a sound knowledge in elec-
tronics, cryptography, signal processing and statistics. A now well known class of attack in
this group is based on power consumption analysis of the device : Differential Power Analysis
(DPA) and Simple Power Analysis (SPA), but also on timing analysis.

The concept of SPA consists in observing the variations in the global power consumption
of the chip and retrieving from it some information that can help to identify a secret. For
example, an increase in power consumption might indicate where a modular exponentiation
is performed. In general, a SPA will give better results if the hardware architecture of the
tamper- resistant device is known. DPA is more sophisticated than SPA: it consists in per-
forming statistical analysis and correlation analysis on power consumption curves obtained
from several executions of the same algorithm with different inputs to retrieve the secret
information.

Timing attacks were a main issue in the past because several optimizations implied algo-
rithms with varying timings depending on the data and/or the cryptographic keys in use. All
current cryptographic algorithm implementations have to be designed with constant timing
or should at least not depend on intermediate data and secret keys.

A more recent attack is Electromagnetic Analysis: it is based on the same techniques
used for DPA and SPA, but the measured physical quantities are different. In this case, it
is the Radio Frequency signals that are interesting. While also being a side-channel attack,
Electromagnetic attacks differ in a number of points from power attacks. Since any electri-
cal current flowing through a conductor induces electromagnetic (EM) emanations, it seems
natural to look for the same phenomenon in the vicinity of a semiconductor. As the power
consumption of a tamper-resistant device varies while data are being processed, so does the
EM field and one may legitimately expect to extract secret information from a relevant EM
analysis. However, this requires the design of special probes and the development of advanced
measurement methods that focus very accurately selected points of the chip. EM’s advantage
is definitely its capability of exploiting local information. This geometrical degree of freedom
is useful as it allows pinpointing the problematic spots that leak information. Power attacks’
major advantage is undoubtedly the relative simplicity of electric measurements as opposed
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to EM ones.

Several papers have been published on this topic over the last few years including attacks
on block ciphers such as AES, DES, RC5, IDEA and others, attacks on hash functions such
as SHA-1 and last but not least on public key cryptosystems such as RSA, DSA or Elliptic
curve based algorithms. There have also been several new research results on protective
countermeasures against such attacks and most of the recent papers in the area propose
theoretical approaches to solve the issue of side-channel attacks.

The first method discovered right after the introduction of timing attacks was the so-
called operation-constant implementation which basically makes sure the way the algorithm
is implemented does not depend in any way on the individual values of the data being manip-
ulated. The next concepts introduced after SPA attacks made their way to the public were
current scrambling techniques and wait state introduction. These would disable the adversary
from identifying the actual secret data manipulations (in time and absolute value) from the
power measurements he could make.

The most recent countermeasures include data masking techniques such as boolean mask-
ing and arithmetic masking which ensure that, for each new execution, independent copies of
the key and intermediate values are used during the cryptographic computation. This way
first order correlations can be avoided in differential power consumption or electromagnetic ra-
diation measurements. Equivalently, randomization of public key exponents, basis or moduli,
or even randomized addition-subtraction chains may be used for elliptic curve cryptosystems
to achieve decorrelation between the manipulated data and the actual secrets.

However more complex side-channel attacks have appeared which seem to bypass all pre-
vious known protective techniques, therefore close collaboration between cryptographers and
engineers familiar with the issue of tamper-resistance is needed in order to refine future re-
quirements for cryptographic algorithms
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4.4.2 Active Attacks on an Implementation: Fault Induction

While side-channel attacks exploit additional information available during regular operations
of a cryptographic device, an attacker can also try to induce faults into key-dependent compu-
tations and cause malfunctions in a cryptographic device. This can, e. g., be realized through
suitable physical means. A recent example for this kind of attack is provided by the optical
fault induction attacks against smartcards described in [3].

In particular, such ‘active’ attacks are outside the framework that is usually considered
in the context of provable security. As discussed in [1], the additional operations needed
for deriving a cryptographic scheme with provable security properties from a cryptographic
primitive, can in fact introduce new vulnerabilities with respect to attacks based on fault
induction. A similar problem is addressed in [2]: here a setting is considered, where an
attacker is able to enforce a memory dump while a decryption takes place—therewith revealing
potentially valuable information. However, the detailed interplay of theoretical (provable)
security properties and such implementation-dependent attacks is not well understood yet,
and still needs further exploration.
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4.4.3 Alternative computing devices

Quantum computing. With the development of quantum information theory, it became
clear that physical principles play a role in information theory in general and in cryptography
in particular [9]. One of the remarkable properties of Quantum Information Theory is the
no-cloning principle for qubits. Although this seems an undesirable property, Wiesner and
Bennett [2] showed how this principle can be applied to build secure crypto systems. By en-
coding bits in non-orthogonal photon states, a first unconditionally secure Key Distribution
System was developed in [2]. Nowadays this scheme is known as BB84. This protocol solves
an important key-management problem in cryptography. Two users who want to commu-
nicate securely, can run the BB84 protocol to set-up a secret (classical) key. This key can
then be used for encryption and authentication purposes during the communication. The
security of this protocol has been shown in several papers as for instance in [3]. BB84 has
given rise to the development of many other key distribution protocols and has inspired many
researchers all over the world to investigate other applications of quantum mechanics in secu-
rity. We first mention some research results on alternative Quantum Key Distribution (QKD)
protocols. Bennett [9] developed a two state Quantum Key Distribution protocol: B92. An
important practical disadvantage of the above-mentioned implementations of Quantum Key
Distribution (BB84, B92) is that single photon sources are needed which are very difficult
to build. Alternatives based on Squeezed states [8] and Coherent state light beams [6] have
been proposed. The last proposal has the potential to bring Key Distribution protocols based
on Quantum Mechanical Principles much closer to practicality.

Secondly, we provide a brief (not at all exhaustive) overview of many other quantum
mechanics based security protocols, that have been developed. As an example we mention
Quantum Secret Sharing Schemes [5, 10], Quantum Authentication Codes [1], Quantum Dig-
ital Signatures [5], Quantum Multiparty Computation [4] and the Hiding of bits in Quantum
(Bell) states [11]. It was shown that many of these protocols have different properties from
their classical counterparts. In quantum secret sharing for instance, it is impossible to share
a qubit amongst 2n players such that any subgroup of n players is able to reconstruct the
secret. This is an easy consequence of the no-cloning principle. Quantum Digital Signatures
are based on the notion of Weak Quantum One Way Functions (WQOWF) [5]. On the other
hand also some impossibility results have been proven. The most famous ones being the
impossibility of Quantum Oblivious Transfer and Quantum Bit Commitment [7].

Another powerful application of quantum mechanics is Quantum Computing. It was
shown by P. Shor that a quantum computer can factorise large numbers much faster than
a traditional computer by making use of the superposition principle [9]. The core of this
technique is based on Quantum Fourier Transforms (QFT) which allow to solve the so-called
order finding problem, which is equivalent to the factoring problem. It turns out that an
integer n consisting of L bits can be factored in O(L3) operations [9]. Furthermore, it was
shown that the discrete logarithm problem can be formulated in terms of the period finding
problem which can also be solved efficiently on a quantum computer. In the summer of 2002,
Hallgren proved that also so-called Pell’s problem can be solved in polynomial time by a
quantum computer. Summarised, the above mentioned applications of quantum computing
imply that the potential existence of a quantum computer means a serious threat for most of
nowadays public key crypto systems.
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Special-Purpose Cryptanalysis Hardware.

Dedicated hardware for attacks on symmetric key algorithms. Special purpose
hardware for cryptanalysis has been built at least as early as the 1940s, during World War
II. In particular, the efforts by the British and US intelligent services to break German and
Japanese ciphers using special purpose electro-mechanical devices have been well documented.
Even though it appears almost certain that many other machines have been built by the
intelligence community since then, there are no confirmed reports.

Among the first public attempts to use special-built hardware against modern ciphers
was a proposal by Diffie and Hellman in 1977 for an exhaustive key search machine for DES.
A very detailed and, in hindsight, accurate proposal for an exhaustive key search machine
against DES was provided by Mike Wiener in 1993. The machine was estimated to cost
$1,000,000 and would find a key in 3.5 hours on average. In the report it was estimated that
a key search machine could be built in about ten months by three people [9]. It should be
stressed that both DES key search machines mentioned thus far were designs only, i.e., they
had not been actually built.

This situation changed in 1998 with the EFF DES key search machine, designed by Cryp-
tography Research, Advanced Wireless Technologies, and the Electronic Frontier Foundation
(EFF). The machine was designed and built, and can test more than 92 billion keys per
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second with over 37,000 search units. With use of this machine, the RSA DES Challenge on
July 15, 1998 was won after searching for 56 hours. The DES Key Search Machine uses a
sieve-and-check search process that can find keys even when little is known about the plain-
text. Each chip processes two separate ciphertexts and contains a 256-bit vector specifying
which bytes can appear in the plaintext — making it possible, for example, to find a key if
the input message is simply known to consist of ASCII text. As assembled, the machine is
housed in six recycled SUN-2 cabinets and consists of 27 circuit boards that hold over 1800
custom chips. Each chip contains 24 search units, which independently scan through a range
of keys, filtering out those that do not pass the search criteria for both of the ciphertexts.
Cost and development time were major factors in the machine’s design. Most of the expenses
were one-time research and design costs. The total project budget remained under $250,000
[3].

At CHES 1999, Ivan Hamer and Paul Cho [5] presented a DES-cracking hardware on a
field-programmable system called the Transmogrifier 2a. The authors partially implemented
a system consisting of four FPGAs and claimed that a fully implemented system will be able
to search the entirekey space in 1040 days. A fully implemented Transmogrifier consists of
32 Altera 10K100 FPGAs and will be able to check 229.6 keys per second at a clock rate of
25MHz. According to an estimate of the authors, a performance increase by a factor of eight
could be reached, spending the same amount than the EFF for the DES Challenge III.

More recently, Michael Bond and Richard Clayton presented an implementation of a low
cost DES-Cracker based on an Altera 20K200 FPGA kit for $995 [2]. The central idea was to
attack multiple keys in parallel. The same plaintext is encrypted under each of the multiple
keys to get a test vector. The attack was performed by trying all keys in sequence but check
for a match against any test vector value (check is faster than encrypt). Thus, for a typical
case, a 256 search for one key becomes a 242 search for 214 keys. With 225 keys per second,
a full key search would take on average about 68 years on a single machine, 25.4 hours with
16,000 machines.

As a conclusion of the development of DES attacks, a key length of 80bits and more is
suggested for the use in symmetric cryptographic applications in the next 10 years.

Dedicated hardware for attacks on asymmetric key algorithms. Adi Shamir’s
TWINKLE (The Weizmann INstitute Key Locating Engine) device was first introduced at
the rump session of Eurocrypt ’99, with the full version of the paper being published at CHES
’99 [8]. TWINKLE uses LEDs and opto-detectors to achieve free-space processing. Shamir
estimated that the TWINKLE device would require $1,000,000 to develop and cost $5,000
per device. He estimates that TWINKLE could analyze 100,000,000 large integers, and find
which integers completely factor over a prime base consisting of 200,000 prime numbers, in
less than 10 milliseconds while operating at 10GHz. The development path for the VLSI is
assumed to be short.

A major drawback of the TWINKLE device is the fact that it relies on the use of expen-
sive Gallium Arsenide technology. Furthermore, there are several other unsolved technical
problems concerning the realization of the design. Even though many ideas of TWINKLE
are very innovative and interesting, there have been no known implementations of it.

Hea Joung Kim and William Mangione-Smith described in their FPGA2000 [6] paper how
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to map the sieving process of the multiple polynomial quadratic sieve (MPQS) to a runtime
reconfigurable and adaptive computing architecture build of FPGAs (called the Mojave con-
figurable computing architecture). The goal was to combine offline optimization with runtime
hardware reconfiguration in order to achieve higher performance than possible with either a
general-purpose processor or a custom ASIC. The actual implementation was done on a single
FPGA only, clocked at 16 MHz. The projected system with four devices achieves a speedup
factor of 28 over Ultrasparc Workstations. The time that it takes to break RSA-129 is esti-
mated to be two months. The use of this hardware for sieving with the number field sieve
(NFS) is assumed to be significantly faster than MPQS. The authors claimed to be able to
reduce the sieving time for the RSA-155 from 6 to 7 months down to weeks. Again, full-size
versions of the attack hardware have not been built.

The proposal by Bernstein, presented at Eurocrypt’01 [1], suggested a circuit-based
implementation of the matrix step of the number field sieve factorization algorithm. These
circuits offer an asymptotic cost reduction under the measure “construction cost × run
time”. The matrix step is based on Schimmler’s sorting algorithm which can be extensively
parallelized. Bernstein suggests to replace sieving with direct smoothing testing with the
elliptic curve method (ECM), which is asymptotically faster. According to Bernstein, special
circuits built according to his proposal could factor integers that are 3.01 time longer than
those factored by current hard- and software implementations. An analysis of Bernstein’s
factorization circuit done by Lenstra, Shamir, Tomlinson and Tromer [7] results in a much
smaller factor of 1.17 rather than 3.01.

Most recently, Willi Geiselmann and Rainer Steinwandt described at PKC’03 [4] a hard-
ware device for supporting the sieving step in integer factoring algorithms such as the
quadratic sieve or the number field sieve. In analogy to Bernstein’s proposal the device
relies on a mesh of very simple processing units which can be manufactured on standard
wafers with 200mm or 300mm diameter. The authors state that their device might outper-
form a TWINKLE device for factoring a 512-bit number. The algorithm used within the
sieving device is based on Schimmler’s sorting algorithm. The number of transistors required
per processing unit is estimated with 2,500 transistors. With current 0.13µm technology, on
the square area of a 300mm wafer, 7.2 million processing units can be placed. To sieve the
complete region necessary for a 512-bit factorization with such a device, less than 4 days are
required.

The recent attack proposals on RSA with dedicated hardware look encouraging from a
cryptanalytical viewpoint. Even though non of the more promising hardware-driven factor-
ization machines have been built (or even partially built), there is a chance that they could
pose a threat to RSA with currently used bit length, especially for RSA with 1024 bits. It
appears to be highly advisable to research the area of special purpose factorization hardware
further, in order to obtain valid statements about the security of RSA with currently used bit
length. Moreover, it should be investigated to which extend index calculus attacks can benefit
from special purpose hardware. Given the close coupling of engineering and mathematical
issues, this is a particularly interesting but also challenging research area.
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CrOPTOgraphy. CrOPTOgraphy [4] is the generic name that has been given to attack
techniques that use optical devices instead of binary computers.

The first such device that has been designed to break a cryptographic scheme is Shamir’s
Twinkle device [3]. This device is supposed to help to factor large numbers. It is a sieving
device that can replace the most time-consuming step of the best-known factoring algorithm,
NFS. The basic idea of this device is that a large amount of LED is being controlled, each by
a small program such that it is lit to indicate that the current common value is a multiple of
some fixed prime number. The intensity of the LED corresponds to that prime number and
the device detects a smooth number if the total intensity of the LED is above some threshold.



58 STORK – Strategic Roadmap for Crypto

The key advantage of this device is that the addition of the intensities is made in one cycle,
which is not possible with a binary computer.

Another optical device has first been designed to make efficient secret sharing [1]. Each
user has a transparency with black dots and transparent holes. By stacking many of these
transparencies, one can easily detect which points are simultaneously transparent for all these
transparencies. This device can be used for secret sharing and its key advantage is that the
logical OR of many black dots is made instantaneously.

Another application of this technique is the visual cryptanalysis [2] where massively par-
allel computations are made with such transparencies. A photographic film can translate the
result of a parallel OR to a unique transparency, and the logical NOT can be implemented
with negative film.

While none of these cryptanalytic techniques apparently has been used in practice, the
massive parallelism that optical devices can achieve at a low cost can be a threat to some
cryptographic techniques.
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5 Mathematical foundations

5.1 Theory of computation

5.1.1 Complexity theory

Complexity theory studies the amount of resources (computation time, memory, etc), that
is necessary and/or sufficient to solve computational problems. From cryptographic point
of view, it tries to give an answer to the fundamental question: “Is cryptography at least
theoretically possible?” Intuitively, cryptography requires one-way functions: functions easy
to compute, but hard to invert. However, whereas “hardness” in complexity theory usually
means worst-case hardness, for cryptography one requires at least some amount of average-
case hardness, [11]. Thus, existence of one-way functions would imply P 6= NP and resolve
the perhaps deepest of all problems in the theory of computing. Not surprisingly, we are
therefore currently very far from showing the existence of one-way functions. Some initially
promising work on basing cryptography on NP-hard problems, has later turned out to have
limited implications, [14]. It is trivial to see that almost all functions require exponential
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size circuits. Yet, the best known lower bound for an explicit function is linear, and the
currently best complexity relation between an explicit function and its inverse only guarantees
a constant factor, [12]. Relative to certain computational models, better lower bounds are
known for some explicit functions. For instance, lower bounds in terms of linear and algebraic
complexity for e.g. discrete logs (or parts thereof) have been established, see e.g. [10].

On the other hand, if one starts by assuming that one-way functions do exist, impressive
progress has been made over the last twenty years. Fundamental results being e.g. [16, 3, 15, 9]
to mention a few. We now know that one-way functions (or some strengthened form thereof)
is not only necessary, but also sufficient for most cryptographic problems. Probably for this
reason, it seems that research aiming towards establishing cryptographic primitives based
on general one-way functions has now more or less come to a stand-still. Of course, as
mentioned many of the problems have indeed been solved but there are still some important
open problems. There is also room for improving the existing ones in many cases, in particular
in terms of complexity of construction. These may be needed as factoring and discrete logs
may eventually turn out not to be as hard as we think, and we then need to resort to more
general constructions.

Assuming that we have a one-way function f(x), which per se only guarantees some
amount of difficulty of complete inversion, the study of whether approximations of parts of
x can be found has drawn a lot of attention. In [5] it was shown that any one-way function
must have at least O(log n) randomized predicates that are hard. Explicit functions such as
RSA, discrete logs, DH etc, have also been studied [4, 8] with regard to such properties, and
there, non-randomized hard predicates are known.

For two of the main assumptions in public-key cryptography, namely the Diffie-Hellman
assumption and the discrete logarithm problem, [13] provide a reduction which shows poly-
nomial time equivalence under a certain plausible assumption.

In the study of cryptographic protocols and multi-party computation, while some highly
relevant and good work in establishing sound models and secure protocols has seen light of
day, e.g. [7], we have unfortunately also seen a trend of developing rather ad-hoc solutions to
specific problems where in addition lots of the existing proofs are quite incomplete or adopt
models and assumptions that in some cases turned out to be unrealistic. As many of the
protocols are aimed at solving everyday problems (voting, payments,.. etc) it would be very
dangerous to adopt these without fully understanding the security.

Zero-knowledge techniques, introduced in [6], have evolved during the last two decades.
These have indeed turned out to have many practical applications, e.g. in identification
protocols.

A very positive trend is turning theoretical solutions into practical ones by adopting the
basic theories developed, making them concrete. For instance proving the concrete security
of block-cipher modes, modeling ciphers by pseudo-random permutations developed in com-
plexity theoretic cryptography, is one such result, see [1]. This joining of theory and practice
has been very fruitful. However, there also seems to be confusion on what the theoretical
results say when trying to use them in practice. For example, concerning the bit-security of
the RSA function, and the implied pseudo-random number generators derived by iterating
xj+1 =RSA(xj), one of the most popular and most cited cryptography books gives reference
to a number of research papers, and from that concludes that “the least significant log2 n
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bits of xj can be used [as pseudo-random output from each xj ]”. At best, such a statement
is only unjustified, at worst it tricks practitioners into making insecure protocols. The exact
statement, as claimed above, has never been established; the result referred to (i.e. [2]) is
first of all asymptotic, and secondly, there is an implied constant in front of “log2 n” that, to
our knowledge, has never been explicitly evaluated. Though such an RSA generator might
be very attractive in practice, we believe that it is very dangerous to draw such absolute
conclusions from complexity theoretical results about the hardness of RSA.
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5.1.2 Information theory

Information theoretic cryptography has aimed to provide us with cryptographic primitives
that are unconditionally secure against arbitrarily powerful adversaries. Often, this means
that the adversary is guaranteed to have no advantage at all, but some work provides a (non-
zero) upper bound on the advantage. In a sense, modern cryptography started as information
theoretic cryptography with the seminal work of Shannon, first classified, but eventually
published in the late 40’s, [21]. In the last twenty years, the area has been taken up again,
and some very interesting results have been obtained. From a practical point of view, the
area seems particularly interesting in applications aimed at protecting users’ privacy.

Basically, recent information theoretic cryptography has been concerned with protocol
problems of two kinds: unconditionally secure key-exchange and key-distribution, and more
general multi-party computation problems with privacy and robustness guarantees. Some
work on provably secure ciphers (with limited practical value) and provably secure message
authentication (with highly practical value) has also been done.

For the key-exchange problem, some interesting results have been obtained using authen-
tic, noisy channels. These protocols typically use three phases: advantage distillation (Alice
and Bob obtains an information advantage relative to Eve), information reconciliation (Alice
and Bob agree on a shared string, S, using error correction), and privacy amplification (Alice
and Bob compress S to a shorter string, but with “full” entropy relative to Eve). Early
work was based on the assumption that Eve’s channel was noisier than the legitimate par-
ties’ common channel. Later, it was shown that even if Eve has a superior channel quality,
key-exchange is still possible as long as the errors on Eve’s channel are (to some extent)
independent of those on the Alice and Bob’s channel. A related, generalized model that
has been studied is based on correlated randomness together with public discussion. In this
latter case, all parties have access to a common “random oracle”, providing bits over noisy
channels to the the users (and adversaries). The legitimate users are in addition connected
by an authentic but open channel. Interesting quantitative aspects here are secrecy capacity
and secret-key rate of the protocols. These quantities basically tells us at which rate secret
keys can be created, while keeping the eavesdropper’s advantage arbitrarily small. Upper and
lower bounds on these quantities have been studied. We refer to [16] for a good overview and
exact references.

Another two-party protocol that has gained quite a bit of study is the information theoretic
variants of zero-knowledge, where protection of the secret witness is guaranteed (at least to
some extent). Very general results based on information theoretic “blobs” for bit-commitment
show that satisfiability of any boolean function can be proven with minimum disclosure,
[5]. Various implementations of these blobs have been proposed, some based on quantum
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physics, other (somewhat weaker, but perhaps more realistic) are based on number theory.
The different blob constructions offer different types of protection for the verifier and prover,
respectively.

For the general multi-party computation problem, there has basically been studies of two
models, assuming either pairwise secure and authentic channels, or a perfect information
model, where only broadcast communication is possible.

For the (Byzantine) secure channels model, results similar to those obtained in the com-
putational model have been established, [1]. With passive adversaries, an honest majority
(out of n parties) is necessary and sufficient to compute any function, whereas with active
adversaries, an honest two-thirds majority is needed. Thus, these bounds are tight. There
is also a zero-one law: if we call a given function t-private, if it can be securely compute in
the presence of ≤ t “bad” parties, it is known that a function is either bn−1

2 c-private, or, it is
(completely) n-private. Moreover, the only dn

2 e-private (hence also n-private) functions are
functions of form f(x1, . . . , xn) = f1(x1) ⊕ · · · ⊕ fn(xn), as one perhaps would suspect, see
[11].

Some generalized models have been studied where one takes into account more complex
forms of “bad behavior”. For instance, one can consider the case where ta parties are actively
bad, tp are passively corrupt, and tf parties might stop, refusing to co-operate. Also here, a
tight bound is known, stating that secure multi-party computation is possible if, and only if,
3ta + tp + tf < n and 2ta + 2tp + tf < n. In yet another model, one is analyzing the case
when the adversary has a control structure: i.e. one considers collections of sub-groups of
parties under the adversary’s control, rather than the total number of controlled parties. It is
shown that if control is active (passive), secure mult-party computation is possible if no two
(three) sets of the control structure cover the whole set of parties. All these results nicely
characterize what is possible and what is not, see [12, 14].

In the perfect information model, as far as we understand, there has mainly been studies
performed on the leader-election (and collective coin-flipping) problem. Here, some fraction
of users constitute a “bad” coalition and one strives to minimize the number of rounds and
communicated bits per user per round, while guaranteeing that the elected leader is honest
with the “right” probability. For collective coin-flipping, the goal is to agree on an unbiased
coin-flip (which thus can be reduced to leader election). In the one-bit per round case, it is
for instance known that log∗ n rounds are needed, [19]. While some progress has been made
in recent years, there are gaps between upper and lower bounds.

The perfect information model is also related to some properties of boolean functions
that have been studied independently. First the study of influence of variables on boolean
functions: is there a fixed set of inputs of certain (small) size that completely determine the
boolean output? An important result can be found in [4]. Generalizing this is the problem of
t-resilient functions, where one considers functions {0, 1}n → {0, 1}m. What is the maximum
size, t, of any input set the adversary can control, so that still (as a function of the remaining
inputs) the output is uniform in {0, 1}m? Exact values and explicit constructions are known
for m = 1, 2 and some “special” values of (n,m), e.g. [9]. The general problem seems quite
open, though some upper/lower bounds and explicit construction approximating the optimum
exist.

Another specific protocol problem considered is the private information retrieval problem:
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a user remotely stores n bits of information and wants to retrieve the ith bit, without disclosing
what bit he wants with perfect privacy. Whereas Ω(n) bits of communication (the whole
database) is needed with a single database server, with the database distributed over k servers,
it is possible to solve the problem using O(n1/(2k−1)) bits of communication, see [10].

One of the most well-known and widely studied problem in the area is (perfect) secret
sharing (SS), [20, 2], and variants thereof such as threshold SS, verifiable SS, generalized
(access structure based) SS, etc. A quantitative aspect is the rate (size of secret/size of
share) of the scheme. Very simple perfect and ideal (having rate 1) schemes are known for
standard threshold SS, but for generalized SS, examples of access structures are known where
ideal schemes do not exist. Visual cryptography [18], and later generalizations thereof, is a
clever idea to perform a more “human-readable” form of SS.

Related to SS is some more specific work on key-distribution schemes. One wishes to
distribute as little keying material as possible, while allowing any pair out of n users to derive
from it a key, secure against coalitions of ≤ j other users. Here, lower bounds and some
optimal constructions based on MDS codes are known, [3].

While Shannon’s one-time pad (proposed already in 1926 by Vernam, but without security
proof) gives perfect secrecy, it provides no authenticity/integrity whatsoever. However, also
integrity can be perfectly achieved. Carter and Wegman’s results on universal hash function
families (UHFs), [6], provides us with information theoretically secure message authentica-
tion codes. More recent work has therefore mainly been aimed at optimizing constructions
of UHFs. For (strong) UHFs, an essentially tight lower bound on their circuit complexity
has been established. However, subsequent work has relaxed the condition on strong uni-
versality, thereby significantly improving parameter sizes and efficiency, e.g. using algebraic
curves. Highly practical constructions of so-called ε-almost-∆ universal families are known,
e.g. MMH, [13].

Related to authentication, we mention blind signatures, [7], where anyone can verify the
validity, but the signer cannot tell to whom he issued a certain signature. Whereas the security
of these signatures so far is only computational, the privacy of the user remains unconditional.
These schemes have seen many applications, e.g. in voting and payment protocols.

One-time pad is not the only provably secure cipher. Rip van Winkle (RvW) [15] is
another construction that guarantees some amount of unbreakability. This cipher is, however,
completely impractical. A randomized stream-cipher [17], based on RvW and huge amounts of
publicly available random bits has also been proposed and is “conceivably practical”. Here, an
adversary is unable to obtain any information whatsoever about the plaintext with probability
arbitrarily close to 1, unless the adversary can perform an infeasible computation.

In summary, information theoretic cryptography has provided us not only with interesting
theoretic “artifacts”, but also highly desirable privacy primitives, as well as very efficient
authentication codes. It could, perhaps, also turn out to be an alternative to quantum
cryptography for some key-exchange applications.
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5.2 Combinatorics in Finite Fields

Finite fields appear in many branches of cryptography. Elliptic curves over finite fields and
subgroups of the multiplicative group of finite fields are used for digital signatures and key
exchange. Finite fields are the base structure for combinatorial constructions which are ap-
plied in key sharing schemes. Another kind of example are S-boxes of block ciphers like for
instance Rijndael and Misty, which are based on power functions in a field of characteristic 2.
After all, the ring of integers modulo the product of two primes used in the RSA scheme is
isomorphic to the direct product of two prime fields.

It is not over-emphasized to say that finite fields form the most important algebraic
structure as a tool for cryptographic constructions. Therefore the study of finite fields, often
in connection with combinatorial properties, was and will remain a central issue of research
in cryptography.

The past years have seen new research development in this area mainly in relation to
symmetric techniques, namely in the construction of S-boxes for block ciphers. Properties
of Boolean (vector) functions (mappings from GF (2)n to GF (2)m) like high non-linearity
have been studied. This property is necessary to withstand linearization attacks where the
adversary tries to model the substitution box by a linear function. Presently we have a list
(see [2]) of exponents d such that xd is almost perfect nonlinear (APN) for a family of fields.
For extension degrees ≤ 25 this list is known to be complete. The proofs to show the APN
property usually require to show that a related polynomial is a permutation polynomial. The
general description of a powerful technique which has been used in the latest proofs can be
found in [1].
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5.3 Algorithmic number theory

5.3.1 Integer factorization

Integer factorization is arguably the most famous problem in algorithmic number theory.
Many public-key cryptosystems, including RSA, require integer factorization to be hard. The
number field sieve (NFS) is still the fastest factoring algorithm known: the current factoring
record is the factorization of a 158-digit cofactor of 2953 + 1, established in 2002 by Bahr,
Franke and Kleinjung using GNFS. In the past ten years, research has tried to improve the
number field sieve, but no new major factoring algorithm has been discovered. The NFS can
be divided in several parts, which have all been improved since the appearance of the NFS:

• Polynomial selection. Finding “good” polynomials. At the beginning, polynomials
were chosen to simply minimize the size of their coefficients. Now, polynomials are also
chosen to have good root properties: they should have many roots modulo many small
primes.

• Sieving. This is the core of the algorithm, where one tries to find smooth polynomial
values. There are currently two methods in use: line sieving and lattice sieving.

• Linear algebra. Sieving yields a huge system of linear equations over the binary field.
In this stage, one would like to find non-trivial solutions to this system. Recent factor-
ization records used a block Lanczos algorithm published by Montgomery at Eurocrypt
’95.

• Square root. In a final stage, one needs to extract square roots of huge algebraic
numbers. In recent records, one used a very efficient heuristic algorithm developed by
Montgomery.

Very recently, some non negligible improvements to the number field sieve have been found:
Franke and Kleinjung [5] improved both the polynomial selection method of Montgomery
and Murphy, and Pollard’s lattice sieving, which should lead to new factorization records. In
parallel, there has been a lot of discussion about a new cost model introduced by Bernstein
last year to analyze the complexity of the number field sieve.

There has also been a lot of discussion about the very recent result of Agrawal, Kayal,
and Saxena [1] who solved in August 2002 a long-standing conjecture in algorithmic number
theory: primality is in P; that is, one can decide if a given number is prime in time poly-
nomial in the bit-length of the number. However, this is almost irrelevant to cryptography.
From a security point of view, the primality problem is completely independent from the
factorization problem. And from a practical point of view, the result of Agrawal, Kayal and
Saxena is useless for now: the primality problem is not considered a practical issue in cryp-
tography, because one already knows very efficient probabilistic algorithms that can decide
(with negligible error probability) if a given number is prime or not.

5.3.2 Discrete logarithm in finite fields

The hardness of the discrete logarithm problem can be used to build public-key cryptosystems,
such as El Gamal. The fastest algorithms known to extract discrete logarithms in finite fields
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are the function field sieve (in small characteristic) and the number field sieve (in small
degree), which are both analogues of the number field sieve factoring algorithm. In the past
ten years, there has been two kinds of research on the discrete logarithm in finite fields:

• Improving algorithms to solve the discrete logarithm problem. Although no new major
discrete log algorithm has been discovered, there has been a few practical improvements
to the function field sieve and the number field sieve, which have led to the current
records.

• Shortening key sizes, by finding compact representations in certain finite fields. This
was first done in the LUC cryptosystem, then in XTR and GH. Such schemes make
use of certain subgroups of Fpr , r = 2, 3, 6 which allow faster arithmetic than the field
Fpr itself. So far the security of these systems seems to be the same as of generic DL
systems with the same parameters.

5.3.3 Algebraic curves over finite fields

Throughout the past years there has been quite some work done on cryptography based on
curves over finite fields, because the Jacobian of an algebraic curve is an interesting group
from a cryptographic point of view: in particular, the discrete logarithm problem may be
much more difficult than in the multiplicative group of a finite field, which would lead to
much smaller parameters and a better efficiency. In the “simple” case of elliptic curves, the
Jacobian can be identified with the set of points of the curve. Research has focused on the
following topics:

Point counting: In general, to use algebraic curves in cryptography, one first needs to know
the cardinality of the Jacobian. There are basically two ways to tackle this issue: one
is to select special curves for which point counting is easier than with random curves,
the other is to use a general point counting algorithm. The first approach may lead to
security troubles. Hence, there should be good reasons to use such curves e.g. faster
arithmetic and a good estimate on the possible weaknesses. The second approach is more
and more popular, thanks to dramatic improvements in point counting techniques in the
elliptic curve case (genus one): there is now ongoing research to extend such techniques
to arbitrary curves with genus ≥ 1. In 1985, Schoof found the first polynomial-time
algorithm to count points on elliptic curves over finite fields of large characteristic, which
was later extended to arbitrary genus curves by Pila. However, although the algorithm
was efficient from a theoretical point of view, it was far from being practical: Elkies
and Atkin later found crucial improvements to make it practical, and the resulting
algorithm is now known as the Schoof-Elkies-Atkin algorithm (SEA). SEA was adapted
to the small characteristic case by Couveignes. In the past few years, there has been
dramatic improvements in the small characteristic case, using a different approach based
on p-adic arithmetic: new algorithms, more efficient and much simpler to implement,
have been found, notably by Kedlaya, Mestre and Satoh. Some of them can be extended
to hyperelliptic curves of larger genus (still in small characteristic). There is ongoing
research to optimize such algorithms. A way to avoid point counting is to construct
the curve via complex multiplication. Here, one starts with the group order and then
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constructs the curve. This method was suggested for elliptic curves by Atkin and is now
available also for larger genus curves.

Discrete logarithm: The main interest of algebraic curves in cryptography comes from the
fact that when the curve is carefully chosen, the best attack known to solve discrete logs
is Pollard’s rho method or a variant of it, whose running time is exponential in the size
of the ground field. However, a few classes of weak curves have been found, in the sense
that the discrete logarithm problem in such curves is either easy, or no more difficult
than in a finite field of comparable size, in which case there is no advantage to use
such curves. These classes are supersingular curves (or more generally, all curves weak
under the Frey-Rück attack), curves over prime fields where the prime divides the group
order (Rück attack) and due to the paper by Gaudry, Hess, and Smart also some curves
over extension fields of composed degree which can be attacked by Weil descent. In
the general case, Adleman, DeMarrais and Huang showed in 1994 that when the genus
is sufficiently large compared to the size of the ground field, one can compute discrete
logs in subexponential time. Gaudry [3] found in 2000 an algorithm more efficient than
Pollard’s rho method against curves of genus ≥ 5. Thus, only curves of genus ≤ 4 have
potential cryptographic interest, at least if one is interested in reducing keysize.

Pairings: One important new trend is the positive use of pairings (such as those of Weil
and Tate) in cryptography. Such mathematical objects were first used in cryptography
in a destructive sense, to show that the discrete logarithm problem over supersingular
elliptic curves was not harder than the discrete logarithm problem over finite fields. The
first positive applications were found independently by Joux and Kasahara, Mitsunari,
Oghishi and Sakai. Very interesting applications have been found since, including an
identity-based public-key cryptosystem by Boneh and Franklin [4], and a short signature
scheme by Boneh, Lynn and Schacham. There is now ongoing research to improve
implementation aspects, to find new cryptographic applications, to find more curves for
which the pairing can be used, and to generalize pairings to multilinear forms (which
would have several applications).

Larger genus curves: As already mentioned in the discrete log part, we may restrict to
curves of genus ≤ 4. The genus one case, i.e. elliptic curves, is well-understood, in the
sense, that we know how to perform the group operation very efficiently, and we know
how to count points efficiently. But difficulties arise in the general case, and there is
ongoing research to tackle such issues. For hyperelliptic curves we now have explicit
formulae to perform group operations with similar efficiency as for elliptic curves and
we also have alternative systems of coordinates for genus 2 curves. However, this is
still missing for more general curves and we still have space for improvements in the
hyperelliptic curve case. Furthermore, real quadratic function fields can lead to fast
systems. To speed up the arithmetic on curves, endomorphisms can be exploited, such
as in the so-called Koblitz curves: this has been studied for elliptic and arbitrary genus
curves.
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5.3.4 Geometry of numbers

Geometry of numbers is a branch of number theory dealing with lattices, which are regular
arrangements of points in n-dimensional space. The goal of lattice basis reduction is to find
interesting and useful representations of lattices. Until recently, lattice basis reduction was
used to break various public-key cryptosystems, including knapsack cryptosystems and special
cases of RSA. But the potential hardness of several lattice problems is now used as a security
assumption for several public-key cryptosystems. Some of these cryptosystems offer a few
computational advantages, compared to other cryptosytems known. In the past few years,
research has focused on the following topics (see the survey [6]):

• Complexity aspects of lattice problems. Two breakthrough results by Ajtai in 1996
and 1997 has inspired a series of complexity results. More precisely, Ajtai discovered
a worst-case/average-case equivalence for certain lattice problems, and he showed the
NP-hardness under randomized reductions of the most famous lattice problem, the
so-called shortest vector problem. There is ongoing research to fill the gap between
hardness results and algorithmic results: we know that for several lattice problems,
finding the exact solution of a very good approximation is hard, but we also know how
to efficiently find certain approximations which are not too bad in theory, and which
often turn out to be very good in practice.

• Using lattice problems to build cryptographic primitives. This was inspired by both
the invention of the NTRU public-key encryption scheme by Hoffstein, Pipher and
Silverman in 1996, and the Ajtai-Dwork cryptosystem in 1997 (which followed Ajtai’s
breakthrough results in complexity theory). Goldreich, Goldwasser and Halevi found
a lattice analogue of the McEliece cryptosystem based on coding theory. However,
recent cryptanalytic results (notably by Nguyen and Stern) have shown that, for now,
among all lattice-based cryptosystems, only NTRU might be an alternative to more
established cryptosytems such as RSA. One needs to be very cautious when comparing
those schemes with more established schemes, because lattice-based schemes are still
very recent. There is ongoing research to further our understanding of the security of
NTRU, and to find other practical lattice-based cryptosystems.

• New algorithms to solve lattice problems. Since the breakthrough invention of the
Lenstra-Lenstra-Lovász algorithm (LLL) twenty years ago, very few algorithms have
been discovered. From a practical point of view, the most notable improvement is
Schnorr’s tradeoff algorithm between LLL reduction and Hermite-Korkine-Zolotarev
reduction. But the field may be evolving: In 2001, Ajtai, Kumar and Sivakumar [2]
found a new and more efficient (from a theoretical point of view) algorithm to solve
several lattice problems, while Semaev has revisited the low-dimensional case. A major
problem is to find new principles to design new algorithms.

5.3.5 Systems of multivariate polynomial equations

There has been several attempts to change the mathematics of RSA. In the eighties, Mat-
sumoto and Imai proposed to consider systems of multivariate polynomials equations over a
small finite field, instead of a univariate polynomial equation modulo a large number hard
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to factor, like in RSA. The size of the finite field makes operations faster, but the size of
the polynomial system enlarges the keysize. At Crypto ’95, Patarin broke the Matsumoto-
Imai cryptosystem, but he noticed that his attack could be prevented in several ways by
slight variations on the basic scheme. This gave rise to a family of new public-key cryptosys-
tems, usually called the HFE family for hidden field equations. With HFE cryptosystems it
is possible to build signature schemes with low computing power (such as Sflash) and very
short signatures (such as Quartz), which make them very suitable for smartcard applications.
There are however two disadvantages: the public key is somewhat long, and the security is
very difficult to study due to many security parameters. In the past few years, many people
have studied the security of HFE schemes, and it has turned out that several variants of HFE
can be broken in very different ways. There is ongoing research to further our understanding
of the security of HFE schemes, and to build new cryptographic primitives out of multivariate
polynomials.
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5.4 Combinatorial Group Theory

Due to Shor’s algorithms for computing prime factorizations and discrete logarithms on quan-
tum computers [8], most of nowadays used public key cryptosystems had to be considered
as insecure, if sufficiently large quantum computers became available. Currently, it is not
possible to apply Shor’s algorithms to cryptographically relevant parameters, as no suitable
implementations of quantum computers are available yet. However, when dealing with long-
term security, then quantum computers should be taken into account, and thus the question
for mathematical primitives arises, that can serve as a basis for public key cryptography on
‘classic’ computers and where no structural attack based on the use of quantum computers is
known.
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One interesting line of research in this direction is the use of computational problems in
non-abelian groups. Several interesting proposals for public key primitives have been put
forward here: e. g., in [7] a possible generalization of the well-established ElGamal encryption
scheme using non-abelian groups is considered; also an approach for constructing trapdoor-
permutations by means of so called logarithmic signatures for finite non-abelian groups is
proposed there. Other examples are provided by the work in [5, 1] where public key encryption
schemes and key agreement protocols based on braid groups are considered. The latter groups
are infinite, but allow for a finite presentation and can be handled conveniently in software
implementations (cf. [3]). However, recent cryptanalytic results (e. g., [2, 4, 6]) show that
more research is still needed in this area, before it is clear whether and to what extent reliable
and practical cryptographic schemes can be derived from such group-theoretical problems.
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