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Abstract

In the past few months, many questions have been asked on the meaning of
‘6th Framework programme’, ‘roadmap project’, ‘EoI’, ‘NoE’, ‘IP.’ Many researchers
have also indicated that they want to join the ongoing efforts to form a network
of excellence in the area of cryptology. The purpose of this note is to clarify the
situation and to explain how one can contribute to the ongoing developments and
projects.

1 Introduction: the New Instruments

European research projects will never be the same again. The way in which research will be
funded will be completely different under the 6th Framework programme. Two main new
instruments have been introduced: Integrated Projects (IP) and Networks of Excellence
(NoE). In both new instruments the emphasis will be on integration of research efforts
and on larger projects (say 15-50 partners). NoEs should not be confused with “old-style”
NoEs.

Integrated Projects (IPs) support research with clearly defined objectives and which is
result driven. To achieve these goals, it needs to integrate all elements of the technology
chain, and needs a large critical mass. A typical budget may be up to several tens of
millions of EUR/year. Funding level will the similar to earlier framework programmes
(50% for industry and 100% of additional costs for academic partners). Note that an IP

∗Disclaimer: this document is based on a preliminary evaluation of the draft information available as
of November 2002.
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can have basic research as part of the overall research portfolio. An important element in
the evaluation will be the impact (commercial, society, policy, standardization); trials will
also be essential. It is clear that IPs offers less flexibility than an NoE.

For a Network of Excellence the goal is to strengthen Europe’s excellence in a particular
research area, again by integrating critical mass (20-40 partners). The main message is
that a virtual research lab should be created around a Joint Programme of Activity (JPA).
This is a set of integrating activities, a programme of jointly executed research and a set of
activities to spread excellence. NoEs can perform more fundamental research and can have
a flexible research program, which needs to be defined every year. The first JPA needs
to be defined for 18 months. Networks of Excellence will have a smaller budget than IPs.
The funding is limited by two rules:

1. at most 25% of the cost of the Joint Programme of Activity;

2. per researcher that is integrated into the virtual lab, a funding of 20,000 EUR/year
is provided (this drops linearly to 16,000 EUR/year if the NoE has between 150-250
researchers). A researcher is defined as someone with a PhD or someone with 4 years
of research experience after his/her first degree. However, in the most recent drafts,
a supplementary bonus scheme has been introduced for doctoral students, provided
(a) that they are engaged on research activities within the frame of the network and
(b) that they are enrolled on a recognised course of doctoral studies run by one of
the participant. The amount of this bonus is 4,000 EUR/year and per student, with
a maximum of 10% of the grant for researchers.

This means that a research lab with 2 professors, 3 postdocs and 3 PhD students
can receive up to (100,000+10,000) EUR/year if their activities are completely integrated
into the NoE research program. The EU does not impose any rules to the NoE on how
this money can be spent, but of course this decision will not only be up the individual
institution: part of the budget needs go to common activities (say quarterly working
meetings, a joint Summer School, a workshop), to funding of visitors, etc. In practice
this means that part of these resources will be managed by the NoE management. It
should be clear that participation to an NoE requires the willingness to integrate one’s
research efforts, which will bring a substantial overhead in terms of management and
meetings. NoEs will be flexible: members can be added (or removed), typically based on
an open call. For more details on the new instruments see http://www.cordis.lu and
http://www.stork.eu.org/fp6.html.

Note: at most 30% of the funding will go to ‘old-style’ 5th Framework projects, but one
can anticipate that this will be very competitive. An example of such an ‘old’ project in
the area of cryptology is the NESSIE project (http://www.cryptonessie.org), which is
a research project with 7 partners from January 2000 to April 2003. An old style research
project is very rigid: a fixed budget is assigned per partner and per activity, and adding
partners or shifting efforts requires a revision of a contract (to which every partners needs
to agree). Increasing the overall budget is never possible.
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2 The Roadmap Projects and STORK

The European Commission appreciated that such a mind-shift may not be easy. In order
to assist the researchers, part of the funding under the last call of the 5th Framework
Programme has been allocated to so-called ‘roadmap’ projects. The goal of these projects
is to draft a research roadmap for the next 5-10 years and to build a ‘research community’
for one of the new instruments. Therefore it is essential that these projects are ‘open’,
that is, invite open participation of the research community to their workshops and invite
public comments on their deliverables (which are research roadmaps).

It is essential to understand that these roadmap projects are just a tool – there is no
guarantee at all that any of these projects will lead to any NoE or IP under FP6. Moreover,
in view of the limited funding for each individual roadmap project, it is clear that such a
project can only form the core of an NoE or an IP.

The STORK project (Strategic Roadmap for Crypto) is one of these roadmap projects.
As can be deduced from the title, STORK is a roadmap project in the area of cryptology.
The STORK project has 3 academic partners and 5 industry partners (this is a deliberate
choice, as academic researchers typically have more freedom to contribute to such an ef-
fort, while we believe that a substantial industrial contribution is essential for STORK to
succeed). The STORK project will hold a first open workshop on November 26-27, 2002 in
Bruges, Belgium. A second workshop has been planned together with the NESSIE project
(http://www.cryptonessie.org) on February 26-27 in Lund, Sweden (after FSE 2003).
The open character of STORK implies that the speakers at the the first STORK workshop
will mainly be researchers who are not members of the STORK consortium. For more
details on STORK, see http://www.stork.eu.org.

3 Expressions of Interest and ECRYPT

In order to structure the transfer to the 6th Framework Programme and in order to help
assess which areas are mature for this transition, the commission has invited in March
2002 to submit Expression of Interests by June 2002. These were very very short (5 page)
outlines of NoEs or IPs without any formal commitments on the side of the partners.

The result of this effort is now available on the web, see http://www.cordis.lu/fp6/

eoi-analysis.htm. The main message is that the overall research community has not
very well understood the shift to the new instruments.

In the area of security, 131 EoIs have been received, 96 of which are IPs and 35 NoEs.
About one third of these are in the area of “Information and service security infrastructures,
security technologies, crypto” (26 IPs and 8 NoEs). As far as I know, only one ‘larger’
proposal for an NoE has been submitted in the area of Cryptology, ECRYPT. It has been
submitted by the STORK partners, enlarged by 3 additional industrial partners and 3
universities, resulting in a total of 14 partners.

Note that it is not possible from the publicly available information to obtain information
on all the submissions (or to obtain the full details of the submissions). Further information

3



Cryptology in the 6th FP B. Preneel

on other EoIs in the area of cryptology can always be sent to the author and will be made
public on the STORK website if permitted.

In principle it would have been possible to invite more teams to join the ECRYPT pro-
posal, but very limited time was available for drafting the proposal. Moreover, the criteria
for NoEs were still uncertain. It is definitely still the intention to grow this consortium.
The admission criteria will be determined by the existing consortium, but will include: size
of team, research areas covered, research experience, excellence, willingness to contribute
to the network and its management, . . .

It should also be pointed out that one of the tasks of STORK is to make an overview
of existing research groups in Europe.

4 The First Call of the 6th Framework Programme

Currently a draft document is circulating of the Workprogramme for the first 2 years of
the 6th Framework. The good news is that the European Commission has decided that
the area of cryptography is mature enough in order to include it during the 1st call. This
can be deduced from the fact that one of the 20 strategic objectives of the IST programme
is “Towards a global dependability and security framework” and one of the focus areas
within this objective is “Development, testing and verification of underlying and novel
crypto technologies for a wide spectrum of applications.” However, it should be noted
that within this objective there are other areas such as an integrated approach to security,
critical infrastructure protection, digital asset management, smart cards and biometrics.
This is important as there will probably be only 2–3 IPs and 3–4 NoEs for this strategic
objective, and consortia are being set up in each of these areas.

The first call will be published around mid December 2002 and the deadline will be
April 24, 2003. It is very likely that the next call involving crypto technologies (if any)
will only be opened in 2004 (2 years from now).

5 The Next Step

One of the key questions to be answered in the coming weeks is whether a separate NoE
should be set up for cryptology research, or whether we should integrate cryptology in a
larger research area. The answer to this question will of course have major implications.
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