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I. The current state of affairs 

The call for contributions to the STORK cryptography workshop stresses the role of 

cryptology as an interdisciplinary research area with a high strategic impact for industry 

and for the society as a whole. Cryptology is the main tool to ensure integrity and 

authenticity of data in international computer systems and therefore the key to security of 

data exchange. Furthermore it provides privacy in otherwise open networks and therefore 

helps to protect individual rights of personal freedom. 

The European Union has realized the potential of cryptology for the European 

marketplace and as a consequence cryptology has already been the subject of European 

legislation e.g. concerning electronic signatures.  

However since the terrorist attacks on New York and Washington D.C. on September 

11th the criticism of the unlimited and unregulated use of cryptology has increased and so 

has the number of regulations allowing law enforcement authorities and intelligence 

agencies to monitor private telecommunications. The efficiency of these intrusions on 

personal privacy and secrecy of telecommunication with respect to the use of means of 

encryption has not yet been scientifically examined. The authorities fear that cryptology 

might be used to plan and execute acts of terrorism and that they are unable to prevent 

those acts. “Key-Recovery” and “Key-Escrow”-Systems that have already been discussed 

in the past have been proposed to allow those authorities access to deciphered plaintext 

of communication.  
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These discussions result in great financial uncertainties for the European economy. 

Before any company invests in an infrastructure of cryptography it has to know in 

advance which policies on cryptology the EU is going to adopt. It also creates 

uncertainties among scientists about what kind of cryptology they are allowed to research 

and develop for the European market. 

This underlines the need of a renewed discussion and a precise regulatory framework. 

This legal framework should have as its goal to enable economic investment in cryptology 

and scientific research of cryptology in the European Union and should be promoted in 

international negotiations with the U.S.A. and other nations. The basis for a renewed 

discussion about this framework is already laid in COM/97/0503 final – “Ensuring 

security and trust in electronic communication – Towards a European framework for 

digital signatures and encryption” and in COM/2000/0890 final – “Creating a Safer 

Information Society by Improving the Security of Information Infrastructures and 

Combating Computer-related Crime”. 

 

II. Objectives of research 

From the point of view of the Institute for Information, Telecommunications and Media 

Law the following regulatory aspects need further discussion and research in a future 

framework of Excellence in Cryptology: 

 

1. Regulation of the use of cryptographic means 

The European Union should develop a regulatory concept for the use of cryptography in 

communications. This concept has to balance the interests of personal privacy against the 

public law enforcement interests. It also has to consider technical means to 

countermeasure any regulatory concept to prohibit or limit the free use of cryptology 

(such as steganography or the use of anonymizers), the enormous costs and risks of a 

“Key-Escrow/Key-Recovery”-infrastructure as well as practical problems such as to tell 

an encrypted message from an incorrect transmission of text. 

 

2. Legislation concerning electronic signatures 

The regulatory concept has to include the use of cryptology for electronic signatures. 

Electronic signatures are considered as the key instrument to promote integrity and 
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authenticity of electronic documents in e-commerce and e-government. The European 

Union has already provided a regulatory framework for the use of electronic signatures 

with the EU Electronic Signature Directive (1999/93/EC). How this legislation is 

adopted by the member states and how the use of electronic signatures is welcomed by 

the citizens of the EU has to be continually evaluated to control the efficiency of the 

directive to provide safe communication. 

 

3. Effects of cryptology on telecommunications monitoring 

The research of the effects of cryptology on the monitoring of telecommunications by 

law enforcement authorities and intelligence agencies should also be an aspect of a 

coherent research of legal and regulatory aspects of cryptography. As indicated before the 

regulations which allow the authorities to monitor private telecommunication have lately 

been expanded on both the national as well as the European level. But only if its 

efficiency is proven, the monitoring is a justified means to limit individual privacy and 

secrecy rights as guaranteed by the charter of fundamental right of the European Union. 

 

III. Experience of the Institute for Information, Telecommunications and Media law 

(ITM) 

The primary goal of the Institute for Information, Telecommunications and Media Law 

of the University of Muenster, Germany (ITM) since it was founded in June 1997 has 

been to research the legal framework of the modern information society. From the 

beginning special emphasis has been placed on comparative law in order to learn from the 

experiences of other countries. 

From 1999 to its end in 2002 the institute has been part of the Research Alliance Data 

Security North Rhine – Westphalia, an interdisciplinary project which has united 

mathematicians, sociologists, electrical engineers, computer scientists and law experts to 

research and develop applications in the field of cryptography. In this Alliance the ITM’s 

task was to explore the legal possibilities and limits of cryptography. This has resulted in 

several publications and workshops, which prove the experience and excellency of the 

ITM in the field of legal aspects of cryptography. 


