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The aim of the position paper at hand is twofold. First, we want to express our deep interest in taking part
of the European cryptographic network established by the STORK project. Second, we point to relevant
research topics which should be covered by future cryptological projects within the upcoming European
Framework Program.

We assign our priorities to the main area ’foundations’, as formulated in the call for contribution. We
propose to cover the following subjects in the future research roadmap:

1. Cryptography in the age of quantum computers.

2. Extending the term ’Provably Secure Cryptosystems’.

3. Efficient implementation of cryptographic primitives in constraint environments.

4. Standardization of these extensions.

We discuss our proposals in detail in what follows.

Cryptography in the age of quantum computers
All public−key−cryptosystems of practical relevance base on the intractability of a currently hard
mathematical problem. For instance, RSA relies on the difficulty of the integer factorization problem,
DSA and elliptic curve cryptography base on the discrete logarithm problem, and lattice based
cryptosystems use the difficulty of computing shortest vectors. However, none of the problems has been
proven to be at least as difficult as some relevant lower bound. In addition, in case of the integer
factorization problem and the discrete logarithm problem, polynomial−time quantum algorithms are
known to solve these problems [Sho94].

It is expected that quantum algorithms can not solve all NP−complete problems [NC00]. Furthermore, it
is not clear, which cryptographic primitives are amenable to quantum computer attacks. For example, no
polynomial−time algorithm is known for breaking lattice based cryptosystems using the quantum
computing model.

We therefore propose to investigate cryptographic primitives under the assumption that quantum
computers of practical interest exist. The aim is to find mathematical problems being of exponential
complexity even if quantum computers are available. The result should be a table showing key−lengths
for these cryptosystems if a certain security level is required. This table is comparable to the proposal of
Lenstra and Verheul [LV01] for currently used cryptographic primitives.

Our research group has a large experience with development and evaluation of different cryptographic
schemes. For instance, we constructed alternative mathematical problems for cryptography like number
field based cryptosystems (e.g. [BP98]). No sub−exponential time algorithm has found for some problems
over number fields, e.g. the discrete logarithm problem of class groups of number field with increasing
degree [BP98].

Extending the term ’Provably Secure Cryptosystems’
Even if the security of a cryptosystem is mathematically proven, it may be amenable to attacks at the
implementation level. For example, Manger proposed a chosen ciphertext attack against RSA−OAEP,
although this scheme has been mathematically proven to be secure against such attacks [Man01]. Thus we
propose that mathematical security models have to be renewed depending on progress of attacks. As
explained above, they should consider implementation details.

In addition, further new types of implementation attacks have been proposed. First, the differential fault
attack is effective, if an attacker is allowed to cause a physical failure to the cryptographic device storing
the secret key [BMM00,JQL99]. For instance, this attack can factor an RSA−modulus by reversing one
bit value in the register. Second, side channel attacks allow an adversary to reveal the secret key in the
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cryptographic device by observing some side channel information such as the computing time and the
power consumption [Koc96,KJJ99]. We remark that an adversary does not have to break the physical
device to obtain the secret key. Again we propose to include such attacks in new security models. Again
we mention that our group has developed schemes secure against side channel attacks (e.g. [IT02],
[Möl01]).

Efficient implementation of cryptographic primitives in constraint environments
In order to achieve a high security level the secret key of a cryptosystem is usually stored on a tamper−
free device like a smartcard. Smartcards provide a lot of interesting security applications like personal
identification. For instance, the German Digital Signature Act forces everyone to use a smartcard for
qualified digital signatures. Many German manufactures have made efforts to implement public−key
cryptosystems on smartcards. As smartcards have less computational resources a special coprocessor is
used to enhance the speed of a signature generation. However, coprocessors are expensive. It is therefore
an important research subject to find public−key cryptosystems, which may be implemented efficiently
even in constraint environments.

In the recent past, our group has proposed several efficient algorithms based on number theory, e.g.
[BB01], [Tak98].

Standardization of these extensions
Finally, in order to guarantee interoperability, we propose to enforce standardization of the new efforts.
The standards will cover provably secure cryptosystems in the extended sense, which may be
implemented efficiently in hardware with low resources. This will yield a basis for bringing digital
signatures to the market.

We are developing the FlexiProvider that supports the standard algorithms (see www.flexiprovider.de).
The FlexiProvider is a provider for the Java Cryptography Architecture. The goal of the FlexiProvider
project is to supply fast and secure implementations of cryptographic algorithms which are easy to use
even for developers who are not well−footed in the field of cryptography. In addition, using the
FlexiProvider allows an easy change of the underlying cryptographic primitive.
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