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1 Introduction

Traditionally, cryptography has been understood as the art of providing secure
communication over insecure channels. The classical solution to this problem
is to use encryption and message authentication codes, such that the data can
be recovered and checked for errors, only if the correct secret key is known.
Although we have today a good understanding of what secure encryption and
authentication is, analyzing and arguing security of concrete solutions have
proved extremely difficult. Security has often been argued based on ad-hoc
arguments and reputation of the designers. However, in recent years, it has
been demonstrated that encryption systems secure against a range of general
attacks can be constructed, and authentication schemes with provable security
have been constructed. It is an important (and open) question how far
this development can be taken.

Recently it has been shown that tools from areas which are usually regarded
as being outside of cryptography, have applications in cryptography. Most re-
cent is the XSL attack [2], a system to solve nonlinear multivariate equations
over a finite field and which is conjectured to cryptanalyse the Advanced En-
cryption Standard (Rijndael). Other researchers claim that the new attacks
are flawed. Even if the latter is the case, the XSL attack is interesting and a
further study of it is mandatory. As a few other examples, it has been shown
that decoding algorithms for error-correcting codes [3] and probabilistic com-
binatorial optimization methods (e.g., simulated annealing) have applications
in cryptanalysis [1]. It is of utmost importance that the new tools for
cryptanalysis are studied extensively and that the recent develop-
ment in cryptanalysis of cryptologic primitives is continued.
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