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This position paper is based on a wide range of opinions given by Informa-
tion Security Group members, thereby reflecting diverse research interests. We
summarise some of the significant issues that we feel are likely to feature in each
of the four project areas, rather than give a narrowly focused position paper.

In the near future many different kinds of information will be available to
more of us. This information will be packaged, transmitted, and processed
in ways that will often seem, from the human perspective, to be involuntary
and unpredictable. The term “pervasive computing” is often used for a world
where all but the simplest objects have some moderate level of computational
power. We might use the term “pervasive awareness” to describe a world where
all such objects (e.g. smart cards/tokens, consumer devices, mobile phones)
interact with one another in a practically continuous way. Such developments
are likely to provide an impetus to all aspects of cryptographic research since
this will be vital for maintaining order in what could otherwise be a technically
chaotic world.

Foundations.

It is still not clear how we should assess the fundamental strength of the security
mechanisms we use. In recent years there has been a considerable advance in the
state of the art of provable security. Yet it is unclear how to compare different
models of security and how we should view security mechanisms for which no
proof of security currently exists. Developing a coherent understanding of the
true value of a proof of security is likely to be an important, and active, area of
ongoing research.

At a more fundamental, i.e. technological, level, work on quantum computing
and quantum cryptography continues; much of it independent of mainstream
cryptographic research. However this separation can be dangerous and while
there remain many pressing problems in extending the capabilities of both quan-
tum technologies, the implications of any significant advance are so great they
are vital areas for ongoing cryptographic research.

Design and Analysis.

The design of new algorithms and the analysis of existing primitives, as well
as the development of theoretical techniques, will always be a vitally important
area of cryptologic research. However, increasingly difficult demands will be
placed on the basic primitives we use. While a simpler world of a few single,
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trusted algorithms might be ideal for the application designer, it is not clear
that there really is such a “one size fits all” solution. Furthermore analysis of
techniques for using primitives, such as block cipher modes or stream cipher
rekeying is also important. It is also worth considering whether we have suf-
ficient faith in existing algorithms to build global and pervasive architectures
around such single points of failure. There will also be many protocol design
issues as previously isolated technologies converge.

Applications.

The convergence of technologies, particularly those dependent on wireless tech-
niques, seems to be driven at the application level. Yet, each of these application
areas has, until now, been viewed as a different field with its own set of protocol
and algorithm standards. With the onset of pervasive awareness, there is likely
to be very substantial and important work required to unravel the spaghetti of
initiatives and proposals that will develop.

More generally, for many application-level security problems, the use of
public-key technology offers an excellent solution. In turn, however, the use
of public-key cryptosystems can bring additional problems. Both industry and
academia are still trying to deal with the implications of a public-key infrastruc-
ture and it is important to establish what we really need. An area of pressing
research will be in deciding where PKI’s are best suited and what will they look
like. It seems to be particularly important to explore whether there might be
any significant roles for ID-based techniques.

Legal and Regulatory Aspects.

As business develops, new and potentially difficult legal and regulatory issues
will arise which may well require the efforts of cryptographic researchers.

A particular pressing issue in the pervasively-aware world is likely to be the
preservation of individual privacy. Yet there are different areas where crypto-
graphic research may well also be of some benefit. One example is in protecting
digital evidence and a second in allowing the fair and reasonable management
of digital rights. Other problems might revolve around e-signatures and e-
documents; particularly so if governments continue their efforts to provide legal
recognition to dematerialised documentation, or if tax authorities become more
comfortable with business processes such as e-invoicing and e-archiving.

As technologists, our view on the regulatory aspects of evolving public-key
infrastructures are also important. Court decisions on Certificate/Registration
Authority liability may well have significant impact and it is not at all clear
how we might get to grips with the liability models for any new ID-based public
key infrastructure implementations. It is entirely possible that at some stage we
might need to re-think typical assumptions that were developed for “traditional”
PKI certificates.
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