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Copy management methods cannot easily be formalized into “Alice and Bob” protocols, as commonly 
studied for other fields of security and cryptography. In fact, Alice, in our case think of the content 
owner, intends to sell information to an unreliable customer Bob, without allowing Bob to further 
disseminate this information. This setup deviates substantially from the usual assumption in 
cryptography that both Alice and Bob are trusted entities. As such, there is no cryptographic (or even 
information-theoretic) solution to this problem. Nonetheless, international standardization efforts have 
recognized that a workable way to redefine the problem is as follows: Alice sells digital data to an 
unreliable Bob, who can only process this data on a trusted device. The protection relies on Bob’s 
inability to access the data directly and effectively pushes the problem back to a cryptographically 
well-understood setting.  
 
Protection by encryption leads to the notion of a compliant world of consumer devices, which are 
characterized by the use of authenticated and encrypted digital links, with frequently updated session 
keys. A device is compliant when its manufacturer has agreed to follow specific copy protection rules 
described in an appropriate licensing agreement. In return, the device manufacturer is provided with 
knowledge of cryptographic keys to get access to protected digital content. Hence, non-compliant 
devices never get access to the digital content in the clear. Without claiming to be exhaustive in our 
summary, important consequences of this approach are:  
 
• Protected digital content must be encrypted on any “open interface.” This includes digital 

interconnects (e.g. IEEE 1394, USB), over the air broadcast, PCMCIA connectors and internal PC 
busses. The licensing agreement explicitly prohibits the use of ‘insecure’ interfaces.  

• A single one-time encryption layer is such is not sufficient, as this would not exclude unauthorized 
bit copying. Therefore we need 
− An authentication mechanism and session key generation for all interfaces; 
− Mechanisms for recordable media (CD or DVD) to protect against bit-by-bit copying of 

encrypted data. Unique media- and disc-identifiers, which may not be changeable by hackers, 
are examples of such mechanisms.  

• Internally, devices need to interpret and process data. For instance, users want to navigate through 
large video files. Video often needs to be reformatted and converted before storage, transmission 
and display. Therefore, end-to-end encryption, though favored from a security point of view is less 
suitable from a content processing view. Note that link-by-link encryption was preferred for DVD-
Video and IEEE 1394 FireWire.  

• Content eventually needs to be presented in the clear to the human consumer. While the protection 
of digital protection can be extended all the way to digital monitors and speakers, eventually an 
analog signal, vulnerable to (non-compliant) copying must be created. In general security in a non-
compliant environment is dubious, but additional protection is needed to prevent that copyrighted 
content that has escaped to the non-compliant world can successfully be offered to a (compliant) 
device, as if it were the users personal creation. 

 

Digital watermarking is a technique proposed to prevent protected content from re-entering the 
compliant world, after it has been copied or transmitted by non-compliant devices. By imperceptibly 
hiding information into the content it is possible to carry content management information (such as 
copy protection flags) to prevent unauthorized access to such content.  

The basic requirements on the watermarking method include that the watermark is imperceptible and 
difficult to remove. Detection of the watermark for copy protection purposes should also be should be 
fast and cheap, i.e. requiring only limited additional hardware in players/recorders. Detection should 
for most purposes also be robust with respect to common processing or transformations applied, such 
as compression, noise addition, geometry modifications, format conversions, etc. Furthermore, there is 
a requirement on the payload (the amount of information embedded in the watermark). For example, 
for DVD-video, the DVD CPTWG has specified that this is to be 8 bits at least. Another important 
requirement is that the probability of error is small. As an example, for copy protection purposes the 



probability of a false alarm (the situation where a watermark is detected while there was no watermark 
embedded) should be extremely small. The above requirements are mutually conflicting, and in the 
design of a watermarking system, compromises and trade-offs have to be made all the time. At this 
point it is appropriate to note that watermarking is inherently a statistical affair, whereas cryptography 
is a bit-exact science. Judging the quality of watermarking systems with the same tools as used for 
cryptography is therefore not necessarily the best option. 

 
In recent years, a number of watermarking systems have been proposed and analysed by the content 
owners (MPAA, RIAA), the IT and the CE industry, not always with great success (SDMI). For 
professional applications such as the tracing of content in broadcasts, watermarking systems are indeed 
operational. However a number of open questions remain, some of which are essential to make 
watermarking a fully mature security technology. 
 
1. A theoretical framework to quantify the security of watermarking. While in cryptography a 

number of attacks are know, each of which can be used to express the effective key length of a 
crypto system, for watermarking only a few papers provide explicit values to benchmark the 
security. All existing benchmarking tools are mostly adhoc tools, measuring the error rates and 
capacities of watermarking channels for a limited set of attacks (mostly signal processing attacks) 
One example of a more formal approach is the sensitivity attack, that tries to quantify the amount 
of information theoretic leakage per watermark detection. An extension in this direction is needed 
that will address such things as a formal definition of watermark security and establishing 
achievability regions in the space of imperceptibility, capacity, robustness and security. Other 
issues that need to be addressed are security classifications on type (e.g. blind removal versus 
informed removal) and security goals (e.g. hiding the existence of the watermark versus hiding the 
message embedded in the watermark). 

2. Practical methods for secure watermarking. The theoretical results from the previous section 
need to find their way into practical protocols. This is similar to the work being done to translate 
the ‘Writing on Dirty Paper’ results for high capacity watermarking into practical coding schemes 
using quantization index modulation techniques. New coding schemes, with relevant complexity, 
have to be found that have a security level that is as close as possible to the optimal bounds from 
the previous section. In conjunction, benchmarking tools and methodologies have to developed 
that can test and compare in a rigorous way watermark security. 

3. Methodologies for integrating watermarking and cryptography. In many content applications 
watermarking and cryptography will be used in conjunction. The interplay between these two 
technologies is not as straightforward as it might seem and for example apparent in current media 
that both use encryption and watermarking (e.g. DVD-Video using CSS for encryption and a still 
to be adopted video watermarking technique). Active research is needed in defining protocols that 
allow a useful merger of cryptography and watermarking. 

 
The goals stated above are quite challenging and have defeated a satisfactory solution in the past. 
However, we feel that at least a partial answer to the issues raised above is necessary before secure 
content management based on watermarking and cryptography find their way into practical systems. 
 
 
 
 


