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Foundations – New models of computation and their impact on cryptology

State-of-the art cryptology provides a sound foundation for much of the security technology used today in elec-
tronic networks. However, the security of most public-key cryptosystems resides on a relatively small number of
unproven assumptions, such as the hardness of factoring integers and the hardness of computing discrete loga-
rithms. These assumptions have recently been challenged by the discovery of algorithms that invalidate them if
quantum computers could be realized. Examining the evolution of cryptography with respect to this and other
alternative models of computation is of central interest. Research in two directions is needed:

1. To develop cryptanalytic techniques based on new models of computation in order to assess the strength of
current cryptosystems (for example, by building quantum factoring devices).

2. To exploit alternative models of computation for building cryptosystems that resist quantum cryptanaly-
sis (for example, quantum cryptography or information-theoretic cryptosystems relying on storage-space
limitations)

Applications – Secure protocols for dependable distributed systems

The cryptographic protocols deployed today address basic two-party tasks, such as secure channels and digital
signatures. But there is a need for examining cryptographic protocols beyond two-party settings, both on a the-
oretical level and in practice; two examples are the management of heterogeneous wide-area distributed systems
and the protection of critical infrastructure. Recent work has shown that cryptographic tools can play a crucial role
for building dependable, fault-tolerant services in distributed systems. Traditionally, such systems have relied on
techniques to cope with random faults, but these must be extended to deal with malicious attacks. Further research
on multi-party cryptographic protocols and their integration with existing fault-tolerance methods is called for.

Applications – Identity and privacy management

Historically, access control, authorization, identity management, user administration, and privacy management
have been supported by independent technologies. For several reasons these technologies are currently converg-
ing: for example, customer-centric organizations want to link all the managed information across multiple appli-
cations and dynamic e-business structures require to link this information across traditional trust domains. This
convergence poses a major practical challenge to many organizations and calls for research with two potentially
conflicting goals:

1. To develop new cryptographic protocols that support identity management across mutually distrusting enti-
ties; this is the primary interest of businesses and organizations.

2. To exploit cryptographic methods for maintaining privacy and anonymity for clients whose information is
used by multiple organizations; this is the primary interest of consumers.


