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Society is undergoing an ever-broader adoption of information technology, rolling out on a 
number of scales simultaneously, from very large commercial and government organisations 
all the way down to people with PDA’s, laptops and mobile phones.  All of this activity is 
mixed and jumbled up together.  This brings with it ever greater complexity, an accelerating 
pace of change and with that, inevitable disruption. 

Accordingly, information security is sorely needed more than ever now – and this need is 
very likely to increase further, with no real sign of abating.   However, for wide spread use of 
these secured applications, the way they provide security will satisfy a number of “social” 
attributes: 

• Invisibility: Security should be as unobtrusive as possible – otherwise it cannot be 
widely adopted. 

• Servant, not the master: Secured applications should enable users to get their work 
done in a productive way, without the low-level security apparatus getting in the way. 

• Satisfies the universal need: Nonetheless, the security mechanisms should provide 
effective protection. 

Given the above, there some further implications for the security mechanisms that secure 
applications would use to achieve the above are: 

• Flexible  – deployed in a wide number of situations. 

• Scalable  – applicable to IT systems at a wide range of scales, from large IT systems 
to smaller personal, consumer systems. 

• Intuitive – simplicity of the underlying security model so that end-users (i.e. “real 
people”) can have a clear idea of what security means for this application.  The 
interface should make it obvious to them when they are still safe … 

Now, information security is technically underpinned by a number of areas, not least of 
which is cryptography and its associated mathematics.   To meet the above mentioned 
attributes, we will need to reform some of our current approaches to the deployment of 
security mechanisms.  For example, conventional Public Key Infrastructures currently 
impose significant constraints upon application design and development, tending also to 
make the resulting secured applications “heavier” and less easy to use.  The infrastructure 
implications for organisations have traditionally involved significant costs that are spread 



over an uncertain lifetime.  This has impeded the widespread adoption of conventional PKI 
systems. 

Fortunately, recent developments in Pairing-Based Cryptography [BonehFranklin2001] (such 
as Identifier Based Encryption) provide an exciting, fundamental crypto technology with 
many of the necessary characteristics.  For example, there is the potential to circumvent 
traditional PKI costs and which make it much easier to deploy widely. 

Sooner or later, the crypto community will need to explore these opportunities more fully …  
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