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XTR (A.J. Lenstra & E. Verheul, 2000) stands for Efficient and Compact
Subgroup Trace Representation.

XTR is discrete logarithm based technique, which takes place in a subgroup
G of GF (p6) of order q, where q is a large prime dividing p2 − p + 1 and
where p ≡ 2( mod 3).

Claim: XTR achieves the communication advantages and computational
costs of GF (p2) but has the security of GF (p6).

This is based on:
Since (p2 − p + 1) divides p6 − 1, an element g of order (p2 − p + 1) exists
and g does not lie in a subfield of GF (p6).

Since p ≡ 2( mod 3), x2 + x + 1 is irreducible over GF (p2). Let α be a
zero. Every element in GF (p2) can be written as a1α + a2α

2, which equals
a1α + a2α

p.

This allows for easy calculations in GF (p2), like squaring, multiplication, to
the power p (expressed in # multiplications over GF (p)).
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The Trace function Tr : GF (p6) → GF (p2), defined by Tr(h) = h +
hp2

+hp4

yields an efficient representation of the elements of G by means of
elements in GF (p2). More precisely: x3 − Tr(g)x2 + Tr(g)px − 1 has as
zeros g and its conjugates w.r.t. GF (p2).

There is an recursive algorithm to compute Tr(gn), i.e. the sum of gn and
its conjugates w.r.t. GF (p2), from the sum of g and its conjugates. Its
complexity is 8log2n multiplications over GF (p).

XTR-key exchange
Alice selects 1 < a < p2 − p + 1 and sends Tr(ga) to Bob,
Bob selects 1 < b < p2 − p + 1 and sends Tr(gb) to Alice.
Both can easily compute kA,B = Tr(gab).

Theorem
The following two problems are equivalent:
DH: given ga and gb, determine gab,
XTR-DH: given Tr(ga) and Tr(gb), determine Tr(gab).


